LF + Azure what i have done so far…

We have 4 vms in azure (db, ds, lfapp + wf + web + forms, web + forms)
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Two of them (app/web) are balanced.

We created an azure domain services account…
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We have a local AD Server (dmnazure.local)
In that server we installed the azure synchronization app and after the configuration procedure the users are being replicated in our azure domain (dmnazure.com / josedtandemweb.onmicrosoft.com)
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The azure virtual machines are in the domain dmnazure.com and lf products were installed successfully with no problem at all in any of them. 

Then we needed to configure DS so the users accessing the products in balanced servers (lf web / forms) were authenticated against that server. 

So, we configured an enterprise app in azure …
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And for that app we configured SSO using SAML…
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We used the metadata.xml file to configure provider in ds and registered the certificate in the server.
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The users do not get synchronized automatically so you have to add them manually…
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In LF I have the following configuration…
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I have a local vm with win10 for testing … I must login using this user format ‘tdmadmin@josedtandemweb.onmicrosoft.com’. 
I then access the balancer but it asks me for credentials…
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If I clic the SAML button ask me the Microsoft credentials…

[image: ]
So I use the domain password and it works.

Hangs and never show the next page. So I stopped and repeat the procedure… lt shows me the credentials page again, then I clic SAML button and sends me to LF web client with the correct user…
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[bookmark: _GoBack]If I repeat the procedure always sends me to the web client correctly. Even if I close the browser. 

If I try to access Win Client from that local vm I get access denied error…

[image: ]




image7.png
1. How to configure LFDS with Azure AD
We highly recommend reviewing the following document to reduce configuration errors. How to configure.
single sign-on between Azure AD and LFDS.

2. LFDS Domain and URLs
Values for the fields below are provided by LFDS. You may either enter those values manually, or upload a pre-
configured SAML metadata file if provided by LFDS. Upload metadata file

* Identifer Entty 1D) @ [ httpsy/ifdssur.DMNazure com/ifds

* Reply URL @ hitpsy/23.96.1208/LFDSSTS/somi2/ss0

(V] Show advanced URL settings

Sign on URL @ | https://23.96.1.208/LFDSSTS/saml2/ss0

Relay State @

Test SAML Settings

Please Save the values to test the seftings.

3. User Attributes Learn more
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3. User Attributes Learn more

Edit the user information sent in the SAML token when user signs in to LFDS.

User dentifier @ | useruserprincipalname. v

View and edit all other user attributes

4. SAML Signing Certificate Leam more

Manage the certificate used by Azure AD to sign SAML tokens issued to LFDS.

App Federation Metadata Url [ hitpsi//loginmicrosoftoniine.com/16e90iab-e479-42e5-5208-1493,

STATUS  EXPIRATION  THUMBPRINT DownNLoAD

Active  7/30/2021  S69AGDBOOBTFATISIC24850A5130AFSABESCF838  Certificate (Raw)

Create new certficate

Show advanced certificate signing settings  Learn more

* Notifcation Email @ [ josed@tandemweb.com
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