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1.0 Introduction

In this course you will learn advanced methods for Laserfiche security configuration
to address unique needs. We will also highlight best practices and address network
security considerations that relate to Laserfiche.

Note: This course builds on the security information and concepts
reviewed in the Laserfiche Administrator I certification and is
recommended for individuals who do, or are interested in, extensive
configuration and maintenance of Laserfiche security.

This manual covers the following areas of Laserfiche Security:

e Advanced Security Concepts: Secondary, non-standard security features
and concepts for specialized environments or implementations, and to
further secure already secured Laserfiche systems.

¢ Troubleshooting: Common troubleshooting problems and suggestions for
solving them to help keep your Laserfiche Security running smoothly.

e Best Practices: Best practices for setting up, using, and maintaining your
Laserfiche Security.

¢ Security Outside of Laserfiche: Discussion of issues related to securing
Windows, database, file server, Web server, and SSL.

e Scenarios: Two typical, real world examples of different-size customers,
their security challenges, and how they met these challenges with
Laserfiche security.

1.1 Takeaways

This guide presents just a few examples of good ways to set up your repository
security. Remember that these are guidelines, not inflexible rules. Every company
and every repository is different, and Laserfiche security’s great flexibility allows it
to cover a very broad variety of different situations and administrative styles. Use
Laserfiche security to create a system that works best for your repository.
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2.0 Advanced Security Concepts

2.1 Designate Accounts as Read-Only

With Laserfiche 8, the Administration Console allows administrators to specify
which users should be restricted from making changes to the repository by toggling a
read-only setting in a user or group’s properties. Setting groups as read-only
immediately sets security such that its users are unable to move, modify, or delete
documents. Of course, that is only one feature of security, as restricting sensitive
information is equally important.

2.2 Privileges

Some privileges allow you to more easily distribute administrative tasks between
multiple users, while others enhance performance for the users they have been
granted to. In some cases, you may wish to grant some of these privileges to regular
users, rather than restricting them to administrative users. Be aware, however, that
some privileges give additional rights within the Laserfiche repository and may
supersede access rights.

2.2.1 Purge Entries

Administrators with the Manage Entry Access privilege can restore and purge any
deleted entries, and users with the Purge Entries privilege can purge entries that
they have deleted themselves. Granting this privilege allows users to manage their
own deleted documents and determine if they should be permanently removed. If
you want a user to be able to decide if a deletion should be permanent, give the user
the Purge Entries privilege.

2.2.2 Manage Filter Expressions

The Manage Filter Expressions privilege determines who can set Folder Filter
Expressions on folders in the repository. (The user must also have the Write
Security entry access right for a folder to set its filter expression.) For more
information, see Section 2.5.2, Folder Filter Expressions.

2.2.3 Bypass Browse and Bypass Filter Expressions

As security grows more granular and complex, the Laserfiche Server must perform
more security checks to determine if a particular document should be displayed to a
user. This does not generally impact performance when browsing a repository, but
returning a search results list with many hits may be slower, as the Server must
calculate security for each entry in the search results, as well as its parent folders
and their parent folders up the folder tree, before they can be displayed. The Bypass
Browse and Bypass Filter Expressions privileges speed security calculations by
allowing the Server to ignore the Browse right or the parent folder’s filter expression
for the user that the privileges have been applied to.
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Because these privileges ignore the Browse right and the folder filter expressions in
the repository, they should only be granted if you are not using security features to
restrict access for that user. For instance, if a user has the Manage Entry Access
privilege for the repository, you should grant them the Bypass Browse privilege in
order to improve their performance, since it would not grant them access to any
document they wouldn’t be able to see anyway. Similarly, if you are not using folder
filter expressions in your repository, you should grant the Bypass Filter Expressions
privilege to the Everyone group, as it would improve performance without affecting
access. However, if you do choose to use filter expressions, or if a user should have
their Browse access restricted, they should not be granted these privileges.

Example: Any user with the Manage Entry Access privilege can already
browse the entire repository, therefore it’s a good idea to give these
users the Bypass Browse privilege so as not to slow down their system
performance with unnecessary additional checks.

2.2.4 Distributed Metadata Privileges

Metadata management is split into several separate privileges: Manage Templates
and Fields, Create Templates and Fields, Manage Stamps, Manage Tags, and
Manage Links. This allows you to distribute the ability to modify metadata to
exactly the users who need particular rights. Additionally, due to template and field
rights, it is not necessary to grant the Manage Templates and Fields right simply to
allow a user to modify a particular template or field. They only have to be granted
the appropriate rights for that particular field or template.

2.3 Security Tags

Tags are a type of metadata that contain special handling and categorization
instructions relating to documents and folders in a Laserfiche repository. You can
apply more than one tag to a document to categorize or secure it multiple ways.

Documents with security tags can only be seen or accessed by users that have been
assigned all of the security tags assigned to the document. Users not assigned a tag
associated with a document will be unable to see the existence of that document,
regardless of what other rights or privileges the user might have. For example, if a
document is assigned two security tags, a user who is assigned only one of the
security tags will be unable to access it.

Tags give you more flexibility in categorizing or securing documents. Since security
tags are independent from the folder structure, you can use them to restrict access to
specific documents without having to independently configure entry access rights
for the document or move the document into another folder.

Note: In addition to security tags, a user will still need the appropriate
feature and access rights to view or work with a document or folder
that has been secured using security tags. Tags do not grant additional

Laserfiche CPP Training Manual
-6 -





access to a document, they merely restrict who can access it. Entry
Access Rights still determine what a user who has a tag can do with the
document.

Creating, modifying, or deleting an informational or security tag, or assigning a
security tag to a user account, requires the Manage Tags privilege. To apply a
security tag to a document, a user must have been assigned that security tag and
must have the Write Metadata access right on the document in question. Assigning a
security tag to a user also allows him or her to work with documents that have been
associated with the security tag in question, provided that the user or group has been
granted sufficient entry, volume, and field access rights.

2.4 Entry Ownership

The Entry Ownership feature provides a mechanism by which users can manage
their own documents and folders, without needing to call in an administrator or
privileged user. An entry’s owner can set security for that entry and can manage the
entry’s annotations. This gives entry owners the ability to configure security for and
otherwise manage their documents, without granting them larger-scale rights over
the repository. Since entry ownership is set at the time of document creation, it
doesn’t require you to separately grant addltlonal rights to particular users to allow
@ them to manage their documents—they
will be able to do so wherever they

J IF&amS William ShakespearelComediesiCymbeline create the documents.

ﬂ* Document Properties

[Eeneral | Document | Pags Info | Rights By default, the starting document
Entry Properties owner for an entry is its creator. You
Datecreated:  4/22/1993 12:42:14 AM can assign the starting document owner
Last modified: 511512005 2:37:40 PM
to another user or group, or you can

Created b . .
configure your repository so that
P—— . documents have no owner when they
are created. Additionally, a user with

the Change Entry Owner entry access right can reassign entry ownership after
document creation.

If documents in your repository are generally created by the users who will be
working with them the most, you may wish to keep the default entry owner set to
the entry creator. Document creators will be able to easily manage and work with
their own documents. However, if you have a handful of scanner operators creating
the majority of the repository’s documents, you may wish to switch the default
document owner to a supervisor user, or to have no default document owner. In that
case, an administrator could later grant document ownership to an appropriate user
after the document was created.

Laserfiche CPP Training Manual
-7 -





2.5 Folders

2.5.1 Folder Tunneling

In some cases, you might want to grant users or groups access to folders that are
“buried” beneath folders to which they don’t have access. For example, you might
want users to be able to access their own personal folder, but not the rest of the
department folder in which it resides. You can do this by creating a shortcut to that
folder. You will need to place the shortcut in a folder to which the user does have
sufficient rights, so they can navigate to it. They will also need to have the rights to
access the folder to which the shortcut points, but they don’t need rights to the
folders in between.

Example: You want to create a folder for Jane Smith’s retirement fund
information within the Human Resources folder, but only grant Jane
Smith the ability to see her own folder, not the Human Resources folder
itself. You could restrict Jane Smith from the Human Resources folder
but grant her rights to the Jane Smith folder. You could then create a
shortcut in another folder to which Jane Smith does have access. Even
though she couldn’t browse to her folder in the Human Resources
folder, she could both search for it and access it by clicking the shortcut
within the folder she can see.

This adds great flexibility in setting up repositories. Potentially complicated and
time-consuming modifications to the overall security setup of the repository can be
avoided in cases where certain users should be granted access to specific pieces of
information in an otherwise confidential parent folder.

2.5.2 Folder Filter Expressions

Folder filter expressions allow you to

determine dynamically which users can Folder Properties

see which documents based on criteria Default Yolume: | DEFALLT v
like group membership and field values. Fiter :

Folder filter expressions make it possible (I5_GROUP_MEMEER( Administration’) = 13 OR {({5_GROUP_

for administrators to specify conditions
that must be met before a trustee can see a
particular document.

[ ]inherit filter expressio

For example, an administrator could set up a folder filter expression that controlled
access to documents depending on the value set in a field. The administrator might
create a list field containing the projects to which a document can belong, and write
a folder filter expression specifying that only users in particular groups can see
documents in particular projects. When a document is created or imported, the
scanner operator can set the field to the appropriate project. Users in the group or
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groups who should have access to the project will be able to see the document,
whereas users who are not in those groups would not have access to the document.

Folder filter expressions are created using an advanced regular expression syntax.
This offers a great deal of flexibility for administrators who are willing to learn the
syntax. See the Laserfiche Administration Console help files for syntax information
and folder filter examples.

2.6 System Managers

System management operations, such as creating repositories, registering and
unregistering repositories, performing traces, or monitoring license use, are specific
Windows domain users. By default, members of the Local Administrators Windows
group on the computer hosting the Laserfiche Server are system managers. You can
add or remove additional Windows domain users and Windows domain groups as
system managers.

Note: System managers are only able to perform certain high-level
Server maintenance tasks; setting a domain user as a system manager
does not grant that account access to the contents of the repository
itself.

2.7 Encrypted Volumes

Encrypting a volume protects the files in that volume in the Windows file system,
using an encryption password to determine what users and applications should be
able to access those files. Each of the files in the volume (image pages, text pages,
and so on) will be encrypted; if they are opened from Windows, their contents will
be unreadable or unavailable.

When a volume is first encrypted, it will be in an encrypted but accessible state.
This means the files are encrypted on the Windows file system, but the Laserfiche
Server has the encryption key. If a volume is encrypted but accessible, users can
view files in the Client and other client applications normally (assuming they have
the appropriate Laserfiche permissions to do so), but the files cannot be viewed
directly through Windows. If a volume is encrypted but secured, however, it will be
inaccessible both to users viewing documents through the Client and through the
Windows file system.

A volume can be secured in two ways. When the Laserfiche Server is started, all
volumes that were encrypted at the time the Server stopped will be loaded in a
secured state. You will need to unlock these secured volumes to make them
accessible. You can also secure a volume manually in the Administration Console.

Note: Logical volumes cannot be encrypted or secured. Individual
physical volumes within logical volumes, however, can be encrypted
and secured.
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Be aware that when a volume is secured, its contents are not accessible to anyone
until it is made accessible again. Users opening a document stored in that volume
will not be able to see the document's pages, text, or electronic files; instead, they
will receive a message indicating that the document’s volume is secured and
therefore unavailable. Securing a volume is most useful for archival volumes that do
not need to be available for routine repository access and for transferring volumes
between Laserfiche systems.

Important: Do not lose the password for a secured volume. Without the
password, it cannot be unlocked, and there is no way to retrieve a lost
password.

Volumes can also be encrypted when they are exported or detached. In this case, the
volume’s encryption password will be necessary when you want to attach that
volume to a repository. Once the password has been provided, the volume will be
attached in an encrypted but accessible state.

Important: Encrypted or secured volumes can only be attached to
repositories on Laserfiche Server 8.1 or higher. Previous versions of
Laserfiche did not support encrypted or secured volumes.

Note: In Laserfiche 8.1, encrypted volumes needed to be read only
before they could be encrypted. As of 8.2, live volumes can also be
encrypted.

2.8 Exporting Briefcases

Briefcases are designed to move content—folders and documents, including
metadata and annotations—between repositories. There are a couple of security
concerns to be aware of should sensitive information need to be transported with a
briefcase. To begin with, Entry Access Rights (folder security) are not included in
the briefcase. Instead, an imported briefcase will inherit security from wherever it is
imported into a repository. One Entry Access Right to be particularly aware of in this
situation is See Through Redactions, as this right also will be determined based on
where the briefcase is imported. Therefore it is recommended that if sensitive
information is being transported, you use the option to permanently burn redactions
into the image. Of course, a user who cannot see through redactions can only export
with the redactions permanently burned into the image.
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3.0 Annotations

Annotations, like highlights and text callouts, have security options to limit who can
alter the annotation and even who can view the annotation.

3.1 Protected Annotations ==

Highlight Properties

An annotation marked as protected can
only be modified by its creator or the
document owner.

Note: The annotation’s creator or

Draw Properties | Metadata

Creator:
PMALTA

Date Created:
11/18/2010 7:19:12 AM

Last Modified:
11/18/2010 7:19:12 AM

Comments:

the document’s owner are the only
users who can mark an annotation

protected.
3.2 Redactions <
- . nnotation may only be modified by its creator or the document owner
3.2.1 Redactions in General e S o=

Images and/or text associated with a e |
document can be redacted, allowing you to

Cancel | | Help |

hide sensitive material from unauthorized users. Only users with sufficient security
rights can view redacted material, which will appear highlighted in gray. Users
without security rights will see a black or white area, instead of the image or text
behind it.

3.2.2 On Export Burn Them into Image/Text

You can specify whether to include redactions and other annotations such as
highlights and stamps when documents are exported from Laserfiche.

Users who do not have permission to view redacted content on a document will
always export secured images with redactions; the option only applies to documents
for which a user has the right to see through redactions. When a document has been
exported with redactions, the redaction will be burned in to the image. No user will
ever be able to view the content behind the redacted portions of the image on the
exported document.

3.2.3 Text and Image Layers

If you choose to export a Laserfiche document as a PDF file, remember that the PDF
file can include the image and text from each page in the document. To secure the
content stored in the PDF file, make sure that both the image and the corresponding
text have been redacted in the Laserfiche document. By default, redacting an image
in Laserfiche 8 will also redact the associated text.
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4.0 Troubleshooting

When problems are encountered in Laserfiche, they can be related to system
configuration as opposed to improperly functioning software. One of the key
configuration issues is security, as it affects what users can do in the system and
even what functionality is available. While you might not approach the problem
assuming that security is at its root, it is important to keep security configuration in
mind as a possible culprit. This section introduces some of the problems that might
result from improperly configured security and how best to address them.

41 Basic Steps to Indentify/Solve a Security Problem

In terms of figuring out whether a user’s issues are due to software issues or security
misconfiguration it is important to make sure you know exactly which rights the
user has. Once you have done so, it is then a simple matter to map the user’s rights
to what they should and should not be able to do. To that end several of the factors
below come into the process.

As with all software troubleshooting, start with the big picture then try to narrow it
down.

e Was this something the user was able to do before? If so, what changed?
e Does this happen for all users or just one user?
e What about all users within a particular group?

With the number of security settings available your troubleshooting steps will
depend on the nature/location of the problem. For example, a user may see a
document in a particular folder, but not be able to see the pages upon opening it.
This problem is likely related to volumes, which points to a couple of security items
to be checked. First, the Volume Access Rights determine what rights a user or group
has to a particular volume, including being able to see pages. Another concern
would be the Laserfiche Server Service account, which needs to have appropriate
rights to the drive or server hosting the volume.

The bottom line is to remember that issues related to security settings can show up
in different areas, and they can be a bit tricky to track down.

4.2 “l Can"t Access Something” (Admin Login to Test)

As a basic check, it is worth having a user with administrative privileges log in on
the same machine and see if they can do what the user cannot. In this case, this
should be a user with administrative rights on the Windows machine. If possible,
the administrator should then log into Laserfiche as the original user. This will help
determine if the issue is related to permissions within Laserfiche or a configuration
on the local workstation. If the administrator is able to complete the action that the
user was not, the issue is likely to be security related.
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Likewise, the admin can log in to Laserfiche with administrative privilege as a
follow-up test. Again, being able to complete the action that the user could not
points to a security problem. This time, however, it would be Laserfiche security as
opposed to general Windows security. Testing for and tracking down a specific user
or group’s security configuration that is causing the problem may be tricky,
depending on how the system is set up.

4.2.1 Considerations for Laserfiche Accounts ([Username and Password)

Testing the security setup of a Laserfiche account is a bit easier than a user logging
in with Windows credentials. For one, it does not matter which domain account is
logged into the workstation; it is easy to log into Laserfiche with different accounts.
Additionally, group membership is always a concern. From the Laserfiche
Administration Console you can see which groups a particular user is a part of.
When all else fails, effective rights are very informative. Anywhere that security can
be set you can view the effective rights of a given user or group, in order to identify
what Laserfiche thinks the user should be able to do.

4.2.2 Considerations for Windows Accounts

Testing Laserfiche security settings for users logging in with Windows accounts is a
bit more complex. To begin with, it is harder to change who you are logged into
Laserfiche as. Of more concern is tracking down issues related to conflicting group
rights, since the Admin Console cannot be used to identify the user’s AD groups. In
this situation, it is best to start by identifying the effective rights the user has. If it
looks like conflicting group rights may be causing the problem, you will want to
identify all of the AD groups the user belongs to and check the effective rights for
each of those groups.

Be aware that a Windows account can be assigned to a Laserfiche account—both
user to user and group to group. In this case, your troubleshooting will need to focus
on the Laserfiche accounts. This is most likely to show up on a system that has been
migrated to Laserfiche 8 from a previous version.

4.3 Inheritance

Inheritance is the most common place to make mistakes in an otherwise solid
security policy. There are really two types of inheritance: assigned rights inherited
from group membership, and folder-level security (Entry Access Rights) inherited
from a folder higher up in the folder structure. Group rights can be inherited from as
high up as the Everyone group, and folder rights can be inherited from as high up as
the root level of the repository. Since inheriting rights from the group was discussed
in the previous section, this section will focus on inherited Entry Access Rights.

Entry Access rights are inherited through scope. When setting rights on a folder,
scope determines how far those rights extend. The most common mistake with scope
is to let the rights extend down the folder tree with a value of “This folder,
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subfolders, and documents,” which can lead to users having rights to inappropriate
content. To restrict that access, administrators may end up denying rights on folders
further down the tree, which can cause problems in several ways, including denied
rights blocking out users that should have access and the administrative burden of
having to set up denials on all newly created folders.

When looking at a folder’s Entry Access Rights, it will show both inherited rights
and rights explicitly assigned to the folder. Additionally, you can view any user’s
effective rights to see exactly what the combined effect is of inherited rights, explicit
rights, and rights from any group memberships. If a user or group has rights that they
should not, scope is a likely culprit and should be investigated.

Recommendations for avoiding problems with inheritance on Entry Access Rights:

o Pay attention to scope to ensure the rights you are setting do not extend
further than intended.

Example: Under the Users folder, there are subfolders for each

. . = | Users
employee in a department. For the people to get to their LR K
folders, they need access to the Users folder. The best way to PNauta
accommodate this is to give the department’s group rights on Pl SHackney

583

the Users folder with a scope of “This entry only.” Then on
each folder you can give rights to the appropriate user.

e Any new repository gives the Everyone group rights on the root level with
scope that includes the entire repository. If this is not changed, users will
have read only access to everything in the system.

e Avoid using denies. Denying a group access to a folder means that giving a
member of that group access to the folder will have no effect. In Laserfiche, an
undefined right is effectively a deny, so it is much better to leave rights
undefined when access should be restricted.

e Inheritance should remain enabled. Every folder in Laserfiche has the option
of not inheriting the rights granted through scope. While this can be used as a
temporary measure when troubleshooting a problem, it should generally not
be used as a matter of policy, as it would require much more administration to
assign rights on all the folders in the repository individually—not to mention
introducing much more potential for configuration issues.

4.4 Incorrect Use of Explicit Deny

As previously mentioned, leaving an access right blank is effectively a deny, the
difference being that a user can still be given access separate from the rest of the
group. Again, explicitly denying a right is going take precedence over an explicitly
allowed right. It must be pointed out that this applies to more than just Entry Access
Rights. Volumes, templates, and fields all have rights that can be denied. When
trying to track down why a user does not have rights to something they should,
denies are an important place to look.
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4.5 Security Tags

If one or more security tags has been assigned to a document, a user must be
assigned each of those tags to access the document. Diagnosing an issue as being
security tag-related, however, can be difficult because a user lacking appropriate
tags will simply not see the document. This means that if there are concerns about
documents “disappearing” from the system, security tags should be explored as the
possible culprit. This can be identified if an administrative or other user with the
appropriate tags assigned can see the document that has been reported as missing.

Note: If a security tag needs to be assigned or removed for testing
purposes, the user will need to log out and log back in after the change
has been made. If the user remains logged in, it will appear that the
change in tag assignment didn’t do anything.

4.6 Folder Filter Expressions

Folder Filter Expressions (FFEs) hide content in much the same way that security
tags do. If filter expressions are being used, they are another possible culprit when
users complain of documents disappearing. Given the complex nature of FFEs, the
possibility of a misconfigured expression should be investigated. Additionally there
is a privilege called “Bypass Filter Expressions,” which will make a user exempt to
the restrictions imposed by FFEs, which can be helpful in identifying errors as being
caused by filter expressions. If you give this to a particular user and the “missing”
documents show up, FFEs are very likely the cause. Of course, you may not want to
give the user Bypass Filter Expressions for security reasons. In that case, an
administrative account can be used to determine if filter expressions are causing the
problem.

On the other side of that coin, a situation may come up where a user can still see
files that should be restricted by FFEs. Again, one option is the actual expression
itself. Additionally, filter expressions will not have their desired result if the Bypass
Filter Expressions privilege is given to a user or group that needs to have their rights
restricted. You can see a user’s effective privileges in the Administration Console
and use it to determine if the right is coming from a particular group.

Note that the Everyone group has Bypass Filter Expressions by default. This
privilege needs to be removed in order to secure content using FFEs.

4.7 Access Rights

In addition to Entry Access Rights there are three other types of Access Rights:
volume, field, and template. The rights basically fall into the categories of read,
modify, and manage. If a user thinks they should be able to set a field value but can
only see and search on what other users have typed in, it is straightforward to check
security settings. Note that the Write Metadata Entry Access Right is associated with
editing field values.

Laserfiche CPP Training Manual
-15 -





A trickier challenge is if a user cannot see something they should be able to, because
they are less likely to notice the problem. Again, Effective Rights will tell you what a
particular user can do with a given volume, field, or template.

Volume security can show up in interesting ways. For example, a user that has
appropriate Entry Access Rights to get to a document will still see it even if they do
not have appropriate volume rights. However, upon opening the document, they
will be unable to see the image, text, or thumbnails. This shows that there is some
problem with volume configuration, and Volume Access Rights is a good first step
for tracking down the issue.

4.8 Privileges

The administrative abilities granted through Privileges do have side effects to be
aware of. Since the goal is to be able to manage specific parts of the repository, those
areas will be accessible to the user.

4.8.1 Manage Entry Access

This privilege gives users the ability to set up folder security through Entry Access
Rights. What this means is that users will be able to see every folder and document
in the system so that they can set security on it. Note that this does not include
entries hidden by tags, which is a change from Laserfiche 7.

The other implication of this privilege is the ability to purge any entry from the
recycle bin. This can be confused with the Purge feature right, but that just allows
purging of a user’s own deleted documents.

4.8.2 Bypass Browse

This privilege will ignore the “Browse” Entry Access Right and is designed to
improve the speed of displaying folder contents and search results. With this right
turned on, users will see the existence of folders they do not have access to. They
will receive an “Access Denied” message when trying to open the entry, but
generally Laserfiche security is configured so that users do not even see those things
they do not have access to. This privilege is given to the Everyone group in newly
created repositories and generally should be turned off.

4.8.3 Bypass Filter Expressions

This privilege is also given to the Everyone group on a new repository. The idea is
that if filter expressions are not being used, it will improve performance because the
Client will not even attempt to calculate rights from filter expressions. If FFEs will
be used in the repository, this privilege needs to be turned off before they have any
affect.
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4.8.4 Manage Volumes, Templates, and Fields

Similar to the effects of Manage Entry Access, users that can manage these items will
see them, even if they have been denied access by another administrator.

4.8.5 Records Management

Records management privileges are required to manage the retention and disposition
of records stored in Laserfiche when using the Records Management module. This
can be a bit tricky because there are also Entry Access rights associated with records
management. In order to actually cut records off, dispose of them, etc., the user must
have the Records Management privilege in addition to the appropriate Entry Access
Rights.

4.8.6 The ADMIN Account

It is important to note that while the default ADMIN account includes every
privilege, this does not need to remain the case. This means that using the ADMIN
account for troubleshooting purposes may not behave as expected. When additional
accounts with administrative privileges have been created, you should verify that
the ADMIN account indeed does have all privileges before troubleshooting a
privileges issue.

4.8.7 Testing and Troubleshooting

An important note about privileges is that the user’s rights are determined upon
login. That means that if privileges are being tweaked in order to test or troubleshoot
something, they will not appear to have an effect if the user has been and remains
logged into Laserfiche. If a privilege is changed, the user needs to log out and back in
before the results of the change can be tested.

4.9 Feature Rights

Feature Rights determine what functionality a user has, including the ability to
delete or move entries. Without the appropriate Feature Right, a user will not be able
to commit an action, even if they have been given the Entry Access Right.
Additionally, a user lacking a particular Feature Right, like Search, will see that
functionality disabled in the Client. In this case, the search button would be grayed
out.

4.10 Windows Security

When troubleshooting odd behavior, another security-related concern is the account
assigned to the Laserfiche Server service. This service requires access to your
database server and file server, in addition to being an administrator on the
Laserfiche Server machine. Generally this is not that big a deal for a fresh
installation. However, it can become a concern after an infrastructure upgrade,
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specifically if all of the components were hosted on a single machine but then one
got pushed to a separate server.

If the Laserfiche Server service account was running as a local system account, it
will not have access to the separate machine. Additionally, issues like expired
passwords or changes in Windows permissions can affect the Laserfiche system.
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5.0 Best Practices

5.1 Entry Access Rights

As with users and groups, applying entry access rights at the broadest level possible
will simplify security administration. By making use of scope, you can easily grant
or deny access to entire sections of your folder tree.

To take advantage of scope, use the folder tree to organize your
security, with certain sections of the tree being accessible to

certain groups. You can also create structures with restricted rights _| Central Region
at higher levels and more permissive rights at lower levels of the | Bast Region
folder tree. In general, you will want to set up your folder _| South Region

structure so that higher levels are more restrictive and lower levels | West Redion

less so; this simplifies the process of keeping the repository secure.

If inherited rights are in conflict, the lowest level always takes precedence: if the
Sales folder has one set of allowed and denied rights, and the Central Region
subfolder located within the Sales folder has a different set of allowed and denied
rights, folders within Central Region will inherit their rights from Central Region
and not from Sales.

5.2 Template and Field Security

In Laserfiche 8, fields exist in the repository independent of the template to which
they belong. Template and field rights have accordingly also been separated. When
security a field that will be assigned to multiple templates, be aware that security
stays with the field. If you restrict a group’s rights to the field, they will be restricted
for that field on all the templates that house it.

Furthermore, field and template rights can

now control the ability to modify template and | [asonriss [vew erscie righs

field definitions—it iS no 10nger necessary tO These access control entries will be applied ko newly created volumes:

grant a privilege simply to change the ordering Trusiees

. @Everyone
of a template or the name of a field. For 7 CREATOR
. ﬁ Administrators

example, you might want to allow the

Accounting department to manage the

templates relevant to Accounting, and fields

within that template—but not to be able to

manage templates relevant to Human P

Resources. These rights will grant them the Right Alow  Deny .

ability to manage their own templates only. s H
Modify/Delete files [l
Create dacuments E

. Delete volume ] v Derry 4ll

5.3 Default Security e :

Whenever you create a new volume, template,

or field, Laserfiche creates a starting set of ok | [omel | [ ooy ] [ ek
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security for that new object. You can customize the starting default security for your
volumes, templates, and fields, and Laserfiche will automatically apply your default
security to all objects of that type created after that point. (Default security won'’t
affect volumes, templates, or fields that have already been created.) You can
configure default security by user, group, or Windows account, just like regular
security, and you can also grant special rights to the object’s creator.

For example, by default you might want to grant the Volume right Read to all users,
the rights Read, Create documents, and Append Data to the Scanner Operators
group, and all rights to the user who created the volume (the Creator user) and the
Administrators group. Then, whenever you create a new volume, these rights will be
the default starting rights for the volume. You can still customize the security for
individual volumes—default security simply allows you to customize the starting
security configuration.

Default security makes it unnecessary to modify every new volume, template, or
field’s security to match a general security policy. This saves time for administrators
and users and also helps ensure that security will be consistent for these objects.

5.4 Using Groups

Laserfiche allows security rights to be granted both to individual Laserfiche users
and to groups. Granting and maintaining rights for individual users quickly becomes
time-consuming and error-prone in large organizations, so you will probably want to
set up most of your security using Laserfiche groups. Defining access using groups
allows you to make changes for a whole department or job title at the same time,
while still permitting you to fine-tune security if necessary by granting or denying
rights to a few individual users.

Creating groups to reflect particular job titles or functions simplifies the process of
adding additional users, which is particularly useful for employee turnover. It is
much easier to create a Scanner Operator or Administrator group, configure security
for it once, and add users to it than it is to individually configure security for each
new scanner operator or administrator. Even if your site has only two
administrators, security still only needs to be configured once instead of twice. More
importantly, granting security by group ensures that all administrators will have
consistent rights and reduces the likelihood of mistakes that accidentally grant or
deny access inappropriately. If you do have users with genuinely unique security
needs, however, you can also assign rights directly to those individual users.

It is possible for a user to be in more than one group at the same time. In this case,
the user will inherit security from both groups, with Denied rights taking precedence
over Allowed. You can also add groups directly to other groups.
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5.4.1 Groups Within Groups

In Laserfiche 8, you can add a group as a “member” of another group. This allows
you to represent hierarchical security structures (where some groups are subsets of
other groups) using Laserfiche security. This feature should be used carefully, since
multiple conflicting rights can make security administration confusing.

5.b Domain Accounts

In Laserfiche 8, you can treat domain users and groups—Windows Active Directory
or Novel eDirectory—like any other user in Laserfiche. Thus, administrators can
grant rights directly to these domain users and groups, configure auditing for them,
configure trustee attributes, and otherwise treat them exactly the same as Laserfiche
trustees.

u Lasetfiche & Administration Console wWindows Account Authentication T
=@ aachen g LASERFICHEYCANDERSOM Trusked u
=35 Repositories g LASERFICHE! JPAYA Trusted U
=- 4. If300 & LASERFICHE| POYWERS Trusted u
=& E':Eﬁs:':: (Groups p LASERFICHE\MPOWERS Trusted U
& Groups & LASERFICHERWU Trusted u
@ windows Accourts & LASERFICHE\TKAEHLER, Trusted u
@ Ewvetryone
4| I Metadata Management
E Sessions

If you add a domain group, you do not need to add the users who belong to that
group to Laserfiche individually. If the group to which a user belongs is permitted to
log in to Laserfiche, the user will inherit that ability. Similarly, a domain user’s
feature rights, access rights, privileges, and other security information will be
inherited from the group. This allows administrators to take advantage of domain
accounts without adding each individual account to Laserfiche. Simply adding the
relevant domain groups and setting security for those groups will allow those users
to access Laserfiche. This both makes the task of adding users faster and easier for
the administrator and falls in line with the Laserfiche best practice of configuring
security by group rather than by individual user.

Note: After adding user and group domain accounts to Laserfiche,
security rights can be applied directly to them.
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6.0 Security Outside of Laserfiche

In addition to the security that gets established within a Laserfiche repository, there
are also security concerns for the system in general. Most of these concerns relate to
the account assigned to the Laserfiche Server and other services, as well as network
communication concerns.

6.1 Windows Operating System

6.1.1 Domain Accounts

When Laserfiche is run in a distributed environment (server components on two or
more machines), the Laserfiche Server service account will need to be assigned to a
domain account. This way, it will have access to all of the server-side machines, not
just the one it is installed on. While not necessary, it is easiest if this account is
given admin rights on the relevant server machines. If this is not desirable, the
account can be set up with fewer rights within the DBMS and on the file server
(more information below). However, it is recommended that domain administrative
rights be used during the initial configuration of a new system.

6.2 DBMS

Laserfiche uses a Database Management System (DBMS) to store document
metadata, repository security settings, and a great deal of other information. The
following are compatible versions of DBMS software and considerations that need to
be made for each.

6.2.1 MSSQL Server

Microsoft SQL Server is by far the most common DBMS used with Laserfiche. There
are many variations of this MSSQL Server, each with its own limitations and
caveats, as discussed below. Laserfiche currently supports MSSQL Server 2000 (SP3)
(and above), MSSQL Server 2005, and MSSQL Server 2008, with 2005 and 2008
being recommended.

6.2.1.1 Rights

Regardless of the MSSQL Server version being using, it is easiest to give the
Laserfiche Server service account system administrator (SA) rights to the MSSQL
Server instance. Of course, that is not always desirable. The database should initially
be created through the Repository Creation Wizard, which requires the account to
have System Administrator rights. After that, it can be scaled back to database owner
(DBO) rights for the database supporting a Laserfiche repository. However, you
should remember that during upgrades between Laserfiche versions, you may have
to grant more rights again if you have scaled them back.

Laserfiche CPP Training Manual
=29 .





6.2.2 Oracle

Laserfiche supports the use of Oracle as the DBMS (Oracle 9i release 2, Oracle 10g,
and Oracle 11g). For detailed help, please see the Oracle section of the Laserfiche
Administration Console help file (LFAdmin.chm).

One key difference when implementing Laserfiche with an Oracle DBMS is the need
to create the database schema manually (Laserfiche can automatically create the
MSSQL database in the DBMS during repository creation). Instructions for doing so
can also be found in the Oracle section of the Laserfiche Administration Console
help file (LFAdmin.chm).

6.2.3 Regular Users Should Have No DBMS Access

In general, only administrators should be granted access to your Microsoft SQL
Server or Oracle installation. Your Laserfiche database may contain sensitive
information; if users are allowed to access the database directly, Laserfiche security
cannot protect that information. Additionally, manual modifications to the database
can cause corruption and data loss. Restricting DBMS access to administrative and
other privileged users is important for protecting your data.

6.3 File Server

The Laserfiche Server service account will need access to the appropriate directories
on the file server. This means it will need to be able to create folders and create, edit,
and delete files within the Volume directory. This is most easily accomplished by
granting the Laserfiche Server service account admin rights on the file server.
However, if this is not desirable, permissions can be granted for the Laserfiche
volume directory.

6.3.1 Regular Users Should Have No Access

The volume directories on the file server should be protected using Windows
security to ensure that only authorized users can access those files. This protects
your repository’s contents—if a user can browse directly to pages in a volume in
Windows, they will not be subject to Laserfiche security, and may therefore be able
to access documents they have been restricted from. Furthermore, if they have the
rights in Windows to modify those files, they can make changes that will not be
controlled by Laserfiche security. It is a good idea to use Windows security to lock
down volume directories such that only administrators or other privileged users can
access them.

6.4 Web Server

Laserfiche Web products use Microsoft’s Internet Information Services (IIS) to
communicate with users. To make sure the Web Access or WebLink installation can
communicate with the Laserfiche Server and with users connecting over a network,
IIS needs to be appropriately configured. Most Laserfiche Web products will try to
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do this when they are installed, but sometimes it may be necessary to configure IIS
manually to cope with unusual situations or changes in the network setup.

Web Access and WebLink run as the application pool user in IIS. This user requires
read and write access to the tempDirectory and cacheDirectory and read access to

the Config subfolder inside the Web Files folder of the installation directory. Access
to these specific locations is configured for you during the Web Access installation.

6.4.1 Securing Client-Side Communication

When using Web Access to distribute sensitive information across the Web, it is
recommended that the connection be encrypted. Web Access can be secured with
SSL just like any other Web site and can be configured with standard procedures

6.4.2 Securing Server-Side Communication

If the Laserfiche Server and Web Access server are hosted on separate machines, that
traffic may need to be secured, too. The primary purpose for this is to encrypt
username and password data from user logins. If typing in Laserfiche or domain
credentials, that information is sent between the servers over HTTP as text. This
communication can also be encrypted with SSL or TLS, but the procedure is
somewhat different from the client-side version. Both server machines will have an
X.509 certificate added to them in order to facilitate secure communication.
Information can be found in an article on the Laserfiche Support Site. Note that as
far as this article is concerned, Web Access is the client.
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7.0 Scenarios

7.1 Regulated Organization

Carl Friedrich, CFP®/CEPF®, runs a small, fee-only financial services company
called Friedrich Wealth Management with his wife, Marisa. They cater to many of
their busy clients’ needs by traveling to the clients’ homes or places of work. “We
have to coordinate all areas of our clients’ financial lives, which is a pretty tall
order,” says Friedrich. “To be as dynamic as we wanted to be, we knew we needed a
paperless office. And as much as we moved around, we needed a way to manage
client information where security was bulletproof, but we could be mobile enough to
capitalize on making the planning process exceptionally convenient. ”

The Security Challenge

Freidrich required the flexibility of an office that fits in his car without sacrificing
security or compliance. This meant that he needed to be able to pull up client
records on a laptop, but to be sure that sensitive data would not be compromised
even if hardware was stolen. Client data also had to be stored in a way that was
compliant, but efficient and easily accessible.

The Laserfiche Security Solution

Software-as-a-service (SaaS) content management was simply not an option, as
Friedrich Wealth Management could only guarantee the integrity of its data if it was
housed on its own server, a key assurance Laserfiche Avante provided, as well
meeting as other security, compliance, and mobility needs. System security is set-up
such that Friedrich’s own laptop is itself part of the firm’s domain, accessing the
Laserfiche Server via a VPN connection where all other traffic is blocked by a
firewall and IP filters. Utilizing Windows Active Directory authentication, Friedrich
himself is able to access the Laserfiche repository with a single sign-on using
fingerprint biometric authentication. A pre-existing integration with Junxure,
Friedrich’s Customer Relationship Management (CRM) software, automatically saves
a single, master copy of client documents and correspondence generated from
Junxure directly to Laserfiche using Workflow. “It’s iron-clad security and audit-
proof compliance,” says Friedrich.

7.2 Large Organization

Chesterfield, a county in Virginia with a history dating back to the 1600s and no
shortage of records to manage, made the switch from paper documents to document
imaging in 2001. Initially five pilot departments made the switch, all of which are
still using Laserfiche. In 2005, Chesterfield upgraded to the Laserfiche Records
Management Edition (RME) and has continued to expand its use of Laserfiche,
including using WebLink to give access to PDF files for land parcels in their GIS
system.
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The Security Challenge

Chesterfield’s Human Resources department was among those to make the switch to
Laserfiche. Electronic document management held the potential to make the HR
team’s lives much easier, but it also posed potential security concerns given the
sensitive nature of HR documents. Additionally, it was important to ensure that
whatever security solution was established would continue to function properly
after the upgrade to RME and the new file structure that the upgrade would entail.

The Laserfiche Security Solution

During their initial switch to a paperless environment, the HR department replicated
their rigorous security policy for paper documents within Laserfiche. However,
unlike in the paper system, implementing security in Laserfiche allows HR staff to
group supporting documents and even personalized notes together with sensitive
HR documents.

With the upgrade to RME, the HR department used Workflow to maintain their
security policy despite switching to a disparate file structure to satisfy records
management requirements. Staff used RME to manage the records retention
schedule, assigning access restrictions and creating shared folders to replicate the
existing security structure. Using Workflow, they then copied records to the shared
folders. In the end, HR personnel who had used the old system barely noticed the
interface had changed.
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Advanced Search Syntax Guide

This guide is a collection of advanced search syntax strings consolidated into
one location to give users a reference and make it easier for them to develop
their own search strings. Below you will find explanations and examples of
different types of advanced searches you might want to perform while
working in Laserfiche.

Note: The Laserfiche Client search and Laserfiche Web Access
search use the same advanced search syntax.

Search Symbols
= equal to <>  notequal to
<= less than or equal to >=  greater than or equal to
< less than > greater than
and | or
- not AN  within N number of words

You can include all symbols (non-alphanumeric characters) except #, $, %, &
in your search phrase if you enclose them in double quotation marks. Placing
double quotation marks around search phrases with symbols in them lets you
search for these phrases without the symbols being interpreted as search
syntax. Full-text searches ignore punctuation but do not ignore search
symbols. All other searches never ignore punctuation or search symbols.

Example: To look for the phrase, “The mayor - John Brown,” in a
full-text search, you must enclose the phrase in double quotation
marks. Searching “The mayor - John Brown,” will return the
following results:

The mayor - John Brown
The mayor! John Brown
The mayor, John Brown
The mayor John Brown

Laserfiche will look for results with the phrase in quotation
marks and will return any symbol or no symbol in place of the —

(dash).

If you do not include the phrase in quotation marks, the dash
will be interpreted as the “not” operator and will exclude results
with the word “John” in them.

Note: To include these characters [, |, 7, \, * in your search,
instead of using them as wildcards, you must precede them with





a backslash (\) and include the phrase in double quotation
marks. For example, to search for a document named *, use this
syntax: {LF:NAME=“\*"}.

To include a " in your search, you must precede the character
with a double quotation mark (") and surround the entire phrase
with double quotation marks. For example, to search for a
document named a”report, use this syntax: {LF:NAME=
“a””report”}.

Operator Precedence

Advanced search syntax is evaluated from left to right. But, when the search
syntax has more than one operator, certain operators are always evaluated
before other operators. The order of precedence is parentheses (), within #,
not -, and &, or |. Because parentheses have the highest precedence, enclosing
a portion of the search syntax in parentheses ensures that section of the
syntax will always be evaluated first.

Wildcards
Wild cards can be used in both full-text and field or entry property searches.

Asterisk (*). The asterisk wildcard represents any number of missing
characters or no missing characters. For instance, a search on the term
report* would find “report,” “reports,” “reporting,” “reported,”
“reporter,” etc.

bR ANTY bR ANTY

Question mark (?). The question mark wildcard represents exactly one
character. For instance, if you were unsure whether a name was spelled
“Anderson” or “Andersen,” you could search on the term Anders?n.
This would return both results.

Brackets ([]). Like a question mark, a set of brackets represents a single
missing character. However, brackets can be used to specify a smaller
range of options. For instance, searching for d[io]ve would find the
words “dive” and “dove,” but not “Dave.”

Note: Oracle does not support brackets. If your repository
uses Oracle for its database management system, you can
use brackets for full text searches but not for any other
search type.

Dash (-). The dash character is used in conjunction with brackets to
specify that only characters within a particular range should be found.
For instance, you might want to locate all documents that contain an
account number that begins with “100347” and ends with a number
rather than a letter. You could search on 100347[0-9]. This would
return account number “1003475” but not “100347C.”





Wildcards can be used in combination. For instance, if you wanted to return
all documents with reference to writing or written materials, you could search
on the term wrlio]t*. This could locate any of the following terms: “write,”
“written,” “writing,” or “wrote.”

Note: To search for an asterisk or question mark without using
the symbol as a wildcard, the character must be escaped by
putting a \ (back-slash) before the special character (e.g., "Is it
me\7?").

Searching by Properties

All search types except full-text searches must be enclosed in curly brackets
{}. If you want to find entries that have a series of specified system properties,
you can combine search criteria using this syntax: {Criterial, Criteria2,
Criteria3, ...}.

Example: To look up entries that are in the Default volume with
the word “statement” in their name, use one of the following
syntaxes: {LF:VolName=“Default”, LF:Name="*statement*”} or
{Lf:Name="*statement*"} & {LF:Volname="DEFAULT"}.

The asterisks mean that results will be returned on any entry
with the word “statement” in its title that is preceded or
succeeded by any string. Combining terms within curly brackets
implies the use of an ampersand (&).

You can also use a comma to separate values when searching for fields in a
template or to specify a property’s options, such as specifying a type of entry
(document, folder, shortcut, or batch) when searching for an entry by name or
specifying an owner when searching for a stamp. However, you cannot search
for a series of system properties and define property options (such as type or
owner) at the same time. See the Template/Field Search, Entry Name Search,
and Annotation Property Search sections below for more information about
their specific syntaxes.

The YMD Date Format

The YMD (year, month, day) date format is always recognized no matter what
the defined date format is. For example, {LF:Created="2006/07/09"} will
always work regardless of the Client’s the regional settings.

Note: The year must be a four digit number.

Type

The name for each system property search must start with the LF prefix.
Including a type in your search will help create a more efficient search.
System property search semantics consist of the following: all folders (F),





folder excluding record series and record folders (O), record series (E), record
folder (R), batches (B), documents (D), and shortcut (S).

Example: {LF:name="*", Type="S"} will only return shortcuts.

Text Searches

Stop Words

Stop words are common-place words, such as and, a, and the, that do not add
meaning to the full-text search. These words are ignored unless they are
included in double quotation marks.

Word Search

Searching for a single word is done without the use of double quotation
marks. Performing a word search for a stop word will return no results.

Note: An error will be thrown if delimiter symbols, other than
wildcards, are used. These characters include: periods (.),
apostrophes (‘), at symbols (@), and exclamation points (!).

Note: If the word contains an ampersand (&), the word must be
contained in quotation marks, otherwise the search feature will
read the symbol as a Boolean operator.

Example: Searching for the word: Johnson&Johnson, requires the
use of quotation marks (i.e., “Johnson&Johnson”).

Full-Text Phrase Searches

If you are searching for an exact phrase, enclose the phrase in double
quotation marks. This will return results that match the phrase exactly and
will include stop words. If you do not enclose the phrase in double quotation
marks, the search will automatically insert an “&” between each word and
will ignore stop words.

Example: A search for “quarter surplus” will return entries with
the word “quarter” followed by the word “surplus” with only
white space or punctuation between them. A search for quarter
surplus (without double quotation marks) will search for
documents that have the words “quarter” and “surplus” in them,
but not necessarily adjacent to each other. Phrase searches will
not ignore stop words.

Full-Text Search Headers for Fuzzy Search and Date Format

Search headers define a fuzzy search or a date format for a search.

Note: If you specify both fuzzy search and date format headers,
the fuzzy search header must be listed first.






The format for specifying a fuzzy search is
#77111. Replace the ?? with a number between 01
and 99 to specify the percentage a word can
differ from the search term and still be returned

in the search. T a
Frasa
Example: #25111 will return results with [
up to 25% of their characters differing 1. feen 1O 2091008 1.0 40T 6.y /
from the search term. # Fuzzy search Opbans.
. % Advanced Search ]
Note: Fuzzy search options can be s i e B

configured depending on how close you
want search result to match your search
term.

nclody advanced search Criena n gueny

Replace the 77 with a # and a number between 1
and 9 to specify the number of characters that
can differ from the characters in the search term
and still return a result.

Example: ##4111 will return results that
have up to four characters differing from

the characters in the search term. P EIETTTT P

By default, Laserfiche will assume dates are in the format: month, day, year.
To specify a different order for dates, use this syntax: %??7 in which 7?7 can
be month (M), day (D), and year (Y), in any order.

Example: To specify that dates are in the format day, month,
year, use this syntax: %DMY.

Limitations

An advanced search string cannot be longer than 65536 Unicode characters
including spaces. Also, you cannot have more than 500 Boolean operators in
your advanced search string.





Text Search Examples

To Search For...

Syntax

Example

two terms in the same
document

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

term1 & term2

term is a word you want to
search for.

document & imaging

This search will return the
following result because it
includes both search terms.

“Document imaging helps
organizations run smarter.”

This search will not return
the following result because
it is missing one of the
search terms.

“Importing a document into
Laserfiche is easy.”

either term in the same
document

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e  Wildcards permitted.

term1 | term2

term is a word you want to
search for.

document | images

This search will return the
following results because
they include at least one of
the search terms.

“Document management
should be at the heart of
every business.”

“Images are stored as TIFF
files.”

“Document images help
businesses become
paperless.”

This search will not return
the following result because
it does not include at least
one of the search terms.

“How accessible are your
records?”






Within Search

Documents that contain both specific words and/or phrases can be searched
for using a within search. The two search items, words and phrases, must be
located within a specified word distance.

To Search For...

Syntax

Example

A words and/or phrases
located within a specific
number of words apart

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

(term1 "N term2)

term is a word or phrase you
want to search for.

N is the number of words the
two search terms will be in
proximity to each other.

(document *2 imag*)

This search will return the
following results because
each contains the specified
search terms within 2 words
of each other.

¢ “Document imaging
helps organizations
run smarter.”

e “Importing a
document or image
into Laserfiche is
easy.”

Entry Name Searches

To Search For...

Syntax

Example

an entry by name
(i.e., folder, document)

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:Name=“name”,
Type=“type”}

name is the name of the
entry you want to search for.

type is the type of entry
being searched for.

To search for a folder (F)
named General Documents:

{LF:Name=“General
Documents”, Type=“F"}

Note: If you do not specify
an entry type, the search will
only search for documents
with the specified entry
name (General Documents)

an entry by the name of its
child entry (i.e., a document
or folder within a particular
folder)

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards permitted.

{LF:ChildName=“name”}

name is the child entry
name.

To locate a file, with only
the knowledge of its child
document (District 5):

{LF:ChildName= “District
5 ” , Type=“D”}

Note: A child entry name
search will only return an
entry’s immediate parent.

Note: If you do not specify
an entry type, the search will
only search for child entry
documents.






an entry by the name of its
parent entry (i.e., a folder
that contains a particular
document or folder)

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards permitted.

{LF:ParentName=“name”}

name is the parent entry
name.

I want to see all entries
contained in the folder
named Patient Billing, but I
cannot remember the file
path to the folder. To search
for the entries using this
parent entry name:

{LF:ParentName= “Patient
Billing”}

Note: The parent entry name
search will only return an

entry’s immediate children
in the results.

Template/Field Searches

Template and field names must be enclosed with brackets if the name
contains a space or a parenthesis. Field values that contain text, dates, or
date/times must be enclosed in quotation marks.

To Search For...

Syntax

Example

an entry not assigned to a
template

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:TemplateID=0}

To search for entries not
assigned a template:

{LF:TemplateID=0}

Setting the search to equal 0
will return all entries
without a template.

entries assigned a specific
template

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

LF:TemplateName= {[name]}

name is the name of the
template.

To search for entries
assigned to the General
template:

{[ {LF:TemplateName=
“[General]”}

entries that have been
assigned any template

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{[*I} or {LF:TemplateID<>0}

* (asterisk) is a wildcard and
searches for all templates.

To search for entries that
have been assigned any
template:

{[*]} or
{LF:TemplateID<>0}

10






To Search For...

Syntax

Example

entries by template field
values

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{{[namel:[fieldnamel=
“value”}

name is the name of the
template.

fieldname is the name of the
field.

value is the value of the

field.

To search for entries
assigned to the Library
Documents template with
Shakespeare as the author:

{[Library
Documents]:[Author]=
“Shakespeare”}

To search for multiple field
values, use commas.
{[Library
Documents]:[Author]=“Shak
espeare”, [Title]=“Romeo
and Juliet”}

This will return all
documents assigned the
following:

e Template: Library
Documents

e Author: Shakespeare

e Title: Romeo and Juliet.

entries by field value only

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{[I:[ fieldnamel=“value”}

fieldname is the name of the
field.

value is the value of the

field.

To search for entries with the
author, Shakespeare:

{[l:[author]=“Shakespeare”}

entries with a field that is
empty

e This search can only
be performed using
advanced search
syntax.

{[]:[ﬁeldname]=“ ”}

fieldname is the name of the
field.

There is nothing inside the
quotation marks.

To search for entries with an
empty Author field:

{[l:[author]=*" }

Note: This search will return
all entries assigned the
Author field, but with no
value in that field.

11






To Search For...

Syntax

Example

entries with a field that is
not empty

e This search can be
performed using the
Client search
interface.

{[]:[ﬁeldname]=“ * u}

fieldname is the name of the
field.

To search for entries with
any value in the Author field

{[] :[fieldname]=‘i * n}

This search will return all
entries assigned the Author
field and that have a value in
that field.

entries with a field value
within a specified range

e This search can only
be performed using
advanced search
syntax.

Note: You can also search for
a date range using this
syntax.

{ll:[fieldname]>=integer1,
<=integer2}

fieldname is the name of the
field.

integer1 is the beginning of
the range.

integer2 is the end of the
range.

To search for the field
Seminar Size with values
between 20 and 30:

{[Il:[Seminar Size]>=20,
<=30}

This search will return all
entries with a Seminar Size
field value equal to 20 or 30
or between 20 and 30.

entries with a time field
within a range that includes
midnight

e This search can only
be performed using
advanced search
syntax.

Note: You can use the search
interfaces to search for a time
range that does not include
midnight.

{[l:[fieldname] between
“time1” and “time2”}

fieldname is the name of the

field.

time1 is the beginning of the
time range.

time?2 is the end of the time
range.

To search for a time field
with a value between 5 PM
and 2 AM:

{[l:[Time] between “5:00:00
PM” and “2:00:00 AM”}

possible time formats:
02:30:35

2:30:45

02.30.45

To specify AM, type in any
string of characters
beginning with a, such as a,
a.m., or am.

To specify PM, type in any
string of characters
beginning with p, such as p,
p.m., or pm.

If AM or PM is not specified,
Laserfiche will assume the
time is on the 24-hour
system.

12






To Search For...

Syntax

Example

entries with multiple field
values

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards permitted.

{[]:[ﬁeldnﬂme]z“‘/alue”} [
{[l:[fieldname]="“value”}

fieldname is the name of the
field.

value is the value of the
field.

To search for entries with a
multi-value Author field
containing at least
Shakespeare or Hamlet:

{[l:[author]=“Shakespeare”}
| {[I:[author]=“Hamlet”}

This search will return all
entries assigned the multi-
value Author field
containing at least
Shakespeare or Hamlet. If
this multi-value field also
contains Caesar, the entry
will still be returned.

entries with specific
multiple field values

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{[l:[fieldname]=(“value1”,
“value2”,’value3”)}

fieldname is the name of the
field.

value (1,2,3) is the value of
the field.

To search for entries with a
multiple value Author field
containing exactly
Shakespeare and Hamlet:

{[l:[author]=(“Shakespeare”,
”Hamlet”)}

This search will return all
entries assigned the multi-
value Author field
containing exactly
Shakespeare and Hamlet. If
this multi-value Author field
also contains Caesar, the
entry will not be returned.

If it contains only Hamlet
and not Shakespeare, it will
not be returned.

Note: If a document has a
multi-value field containing
multiple instances of a
search value, such as
“Shakespeare, Shakespeare,
Hamlet, Hamlet, Hamlet,”
that document will be
returned. It must have at
least one of the specified
criteria, but no other values.

13






To Search For...

Syntax

Example

entries that do not contain
specific multiple field values

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards permitted.

{[l:[fieldnamel<>(“value1”,
“value2”,’value3”)}

fieldname is the name of the
field.

value (1,2,3) is the value of
the field.

To search for entries with a
multi-value Author field that
does not contain only
Shakespeare and Hamlet:

{[l:[author]<>(“Shakespeare”
,”’Hamlet”)}

If a document contains
Shakespeare and Hamlet as
the only two authors, it will
not be returned.

If it contains Shakespeare,
Hamlet, and Caesar, it will
be returned.

If the document has a value
in the multi-value Author
field that is not equal to
Shakespeare or Hamlet, it
will be returned.

If it contains only
Shakespeare or only Hamlet,
it will be returned.

entries with a specific field
value in a particular position
in a multi-value field on a
particular template

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{[name]:[fieldname]
(position)=“value”}

name is the name of the
template.

fieldname is the name of the
field.

position is the position in the
multi-value field (1 is top-
most value).

value is the value of the
field.

To search for entries
assigned the Human
Resources template with a
multi-value Telephone
Number field that contains
123-456-7890 in the 2™
position:

{{[Human Resources]:
[Telephone Number](2)=
“123-456-7890"}

Note: You can also use the
words all or any in place of
position. All indicates that
the value must appear in all
positions of the multi-value
field. Any indicates that the
value can appear anywhere
in the multi-value field.

14






To Search For...

Syntax

Example

entries with a specific field
value in a particular position
in a multi-value field,
regardless of template

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{[l:[fieldname](position)=
“value”}

fieldname is the name of the
field.

position is the position in the
multi-value field (1 is the
top-most value).

value is the value of the

field.

To search for entries with a
value of 100 in the 1
position of the multi-value
Test Score field:

{[1:[Test Scorel(1)=100]

To search for entries where
any of the values in the
multi-value Test Score field
are 100:

{[I:[Test Score](any)=100]

To search for entries where
all of the values in the multi-
value Test Score field are
greater than 80:

{[1:[Test Scorel(all)>80}

entries with at least one
multiple field value that
matches a value on list
defined in the search

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{[1:[fieldname](any) in
(“value1”, “value2”,
“value3”)}

fieldname is the name of the

field.

value (1,2,3) is the value of
the field.

To search for entries with a
multi-value Author field that
contains at least one of the
following values: Romeo,
Juliet, Shakespeare:

{[l:[author](any) in
(“Romeo”, “Juliet”,
“Shakespeare”)}

If a document only contains
Romeo or Romeo and Juliet,
it will be returned. If it
contains Romeo and Hamlet,
it will be returned because at
least one value, Romeo, is
found in the list defined in
the search.

entries with multiple field
values that match the values
on the list defined in the
search

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards permitted.

{[1:[fieldname](all) in
(“value1”, “value2”,
“value3”)}

fieldname is the name of the
field.

value (1,2,3) is the value of
the field.

To search for entries with a
multi-value Author field that
contains all or some of the
values Romeo, Juliet, and
Shakespeare, but no others:

{[l:[author](all) in (“Romeo”,
“Juliet”, “Shakespeare”)}

If a document only contains
Romeo, or Romeo and Juliet,
it will be returned.

Note: All the entry’s values
must match one of the search
criteria in order for the entry
to be returned.

15






To Search For...

Syntax

Example

entries with multiple field
values that match the values
on the list defined in the
search

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards
permitted.

{[l:[fieldnamel](all) in
(“value1”, “value2”,
“value3”)}

fieldname is the name of the
field.

value (1,2,3) is the value of
the field.

To search for entries with a
multi-value Author field
that contains all or some of
the values Romeo, Juliet,
and Shakespeare, but no
others:

{[l:[author](all) in
(“Romeo”, “Juliet”,
“Shakespeare”)}

If a document only contains
Romeo, or Romeo and Juliet,
it will be returned.

Note: All the entry’s values
must match one of the
search criteria in order for
the entry to be returned.

entries that have multiple
field values where none of
the values are found in the
list defined in the search

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

e Wildcards
permitted.

{[1:[fieldname](all) not in
(“value1”, “value2”,
“value3”)}

fieldname is the name of the
field.

value (1,2,3) is the value of
the field.

To search for entries with a
multi-value Author field
that does not contain—
Romeo, Juliet, or
Shakespeare— but may
contain any others:

{[l:[author](all) not in
(“Romeo”, “Juliet”,
“Shakespeare”)}

entries with no field values
in a specific fields

e This search can only
be performed using
advanced search
syntax.

{[] :[fieldname]=“ 9’}

fieldname is the name of the
field.

There is nothing inside the
quotation marks.

To search for entries with a
blank Author field value:

{[1:[author]=*““}

entries with any value in a
specific field

e This search can only
be performed using
advanced search
syntax.

Wildcards permitted.

{1 :[fieldname]=u #97)

fieldname is the name of the
field.

* (asterisk) is a wildcard
and searches for all field
values.

To search for entries with
any value in the Author
field:

{[]:[authOI‘]=“ * !9}
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entries with a specific field
value anywhere in a
particular template

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

Wildcards permitted.

{Inamel:[1=“value”}

name is the name of the
template.

value is the value of the
field.

To search for entries
assigned the Human
Resources template with the
field value Peter in any of its
fields:

{{[Human Resources]:[]=
“Peter”}

Note: The content of the
search criteria determines
what potential fields are
searched. For example, if
you search Peter
(characters), it will search
all character and list fields.
If you search 99 (number), it
will search all character,
list, number, integer, and
long integer fields.

entries with empty field
values anywhere in a
particular template

e This search can only
be performed using
advanced search
syntax.

{[namel:[1="}

name is the name of the
template.

There is nothing inside the
quotation marks.

To search for entries
assigned the Human
Resources template with any
empty field values:

{{[Human Resources]:[]=“"}

entries with a specific field
value in any field, regardless
of template

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards
permitted.

{ll:[1=“value’}

value is the value of the
field.

To search for entries
assigned with the field value
Peter in any of its fields,
regardless of template:

{[1:[1=“Peter”}

Note: The search criteria
(values inside the brackets)
determine what fields are
searched. Make your search
criteria as specific as
possible in order to make
searching more efficient.

entries with empty field
values in any field,
regardless of template

e This search can only
be performed using
advanced search
syntax.

{[:11=""}
value is the value of the
field.

There is nothing inside the
quotation marks.

To search for entries with
empty field values for any of
its fields, regardless of
template:

(1=}
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Search Within Folder

To Search For...

Syntax

Example

entries in a specific folder

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:LookIn=“path”,
Subfolders=0}

path is where the item you
are looking for is located.

Note: The path must be a
valid folder path that starts
with a backslash or contains
a letter. Entering a number
for the path will be
interpreted as a folder ID.

0 means that no subfolders
will be searched.

Note: N, no, or false can also
be used to mean that no
subfolders will be searched.

To search the folder General
Documents for an entry
named Romeo and Juliet:

{LF:LookIn=“General
Demo\General Documents”,
Subfolders=0} &
{LF:Name=“Romeo and
Juliet”, Type=type}

This will return the
following document path in
the repository:

General Demo\General
Documents\Romeo and
Juliet

Entries in subfolders will not
appear in the results.

entries in a folder and all its
subfolders

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:LookIn=“path”,
Subfolders=y}

path is where the item you
are looking for is located.

y is yes, include subfolders.
You can also use yes, 1, or
true to include subfolders.

To search the General
Documents folder for an
entry named Romeo and
Juliet:

{LF:LookIn=“General
Demo\General Documents”,
Subfolders=y} &
{LF:Name=“Romeo and

Juliet”, Type=type}

This will return the
following document path in
the repository:

General Demo\General
Documents\William
Shakespeare\ Romeo and
Juliet

Subfolders belonging to the
entry Romeo and Juliet
inside the General
Documents folder will be
returned.
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To Search For... Syntax Example

entries with a specific field {[template]:[field]=“value”} | To search for entries in the
value in certain folders & ({LF:LookIn= Sales or Marketing folders
. “path1”} 1 {LF:LookIn= that have the Human
e This search can be “path2” R t lat d
performed using the path2™)) Desourcest ;mp Efi. eldan la
Client search fieldname is the name of the ocull'nenR ype ‘1e vatue
interface. field. equaling Resume:
" e e {{Human
e Not case-sensitive. position is the position in the

Resources]:[Document
Typel=“Resume”} &
({LF:LookIn=“Marketing”} |

multi-value field (1 is top-

e Wildcards permitted. | ot value).

value is the value of the {LF:LookIn=*Sales”})
field.
path1 and path2 are the
folder paths.

entries with a specific field {[template]:[field]=“value”} | To search for entries that are

value not in a certain folder - {LF:LookIn= “path1”} not located in the Public

. . . Relations folder, but that
e This search can be fieldname is the name of the

have the template Human

performed using the field. Resources and the Document

Client search position is the position in the | Type field has the value

interface. multi-value field (1 is top- Resume:
¢ Not case-sensitive. most value). {(Human
e Wildcards permitted. value is the value of the Resources]:[Document
field. Typel=“Resume”} -
. ({LF:LookIn=“Public
path is the folder path. Relations”})
This search will return
entries in all folders except
the Public Relations folder..
Search Within Volume
To Search For... Syntax Example
entries in a volume by {LF:VolName=“name”} To search for entries
volume name . assigned to a volume named
name is the name of the Paris:
e This search can be volume. )
performed using the {LF:VolName="Paris”}
cliel}t search Note: If the volume is a
1nlertace. logical volume, the search
¢ Not case-sensitive. will return the documents in
. . the corresponding physical
o Wildcards permitted. volumes.
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Volume ID Search

To Search For...

Syntax

Example

entries in a volume by
volume ID number

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:VolID=integer}

integer is the entry ID
number. This number must
be greater than zero.

To search for entries
assigned to a volume with
volume ID number 1:

{LF:VolID=1}

Note: If the volume is a
logical volume, the search
will only support the = and
<> operators.

Annotation Text Searches

To Search For...

Syntax

Example

entries containing sticky
notes This search can be
performed using the Web
Access search interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:Sticky="*"}

* (asterisk) is a wildcard and
will search for all text,
resulting in search for all
non-empty sticky notes.

{LF:Sticky=“text”}

text is the text on the sticky
note that is being searched
for.

{LF:Sticky=""}

There is nothing inside the
quotation marks. This search
will return all empty sticky
notes.

To search for all entries with
any sticky note text:

{LF:Sticky="“*"}

entries containing text boxes

e This search can be
performed using the
Web Access search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:Textbox=*“*"}

* (asterisk) is a wildcard and
will search for all text.

{LF: Textbox=*“text”}

text is the text in the text box
that will be searched for.

{LF:Textbox=*“"}

There is nothing inside the
quotation marks. This will
return all empty text boxes.

To search for an entry with
text box text stating “Read
pages 1-30”:

{LF:Textbox=“Read pages 1-
30”}
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To Search For...

Syntax

Example

entries containing callout
text boxes with any text

e This search can be
performed using the
Web Access search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:Callout=**"}

* (asterisk) is a wildcard and
will search for all text,
resulting in all non-empty
callouts.

{LF: Callout=“text”}

text is the text in the callout
that will be searched for.

{LF:Callout=*"}

There is nothing inside the
quotation marks. This will
return all empty callouts.

To search for all entries with
any text in the callout:

{LF:Callout=“*"}

To search for an entry with
text in the callout stating
“Start here”:

{LF:Callout=“Start here”}

Annotation Properties Searches

To Search For...

Syntax

Example

annotations by color

e This search can
only be performed
using advanced
search syntax.

e Not case-sensitive.

e  Wildcards
permitted.

{LF:AnnColor=*“color”}

color is the decimal value
of the color based on the
RGB color model.

(e.g., yellow = 65535; red =
255; blue = 16744448)

Note: This search only
searches fill color.

To search for entries with
yellow annotations:

{LF:AnnColor=“65535"}
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To Search For...

Syntax

Example

annotations by creation
date and time

e This search can
only be performed
using advanced
search syntax.

e Not case-sensitive.

{LF:AnnCreateDate= “date
time”}

date is the date the
annotation was created.

time is the time the
annotation was created.

Note: You can specify date
and time or only date.

Possible date formats:
04/20/2012

04/20/12

04-20-2012

04-20-12

Possible time formats:
02:30:35

2:30:45

02.30.45

To specify AM, type in any
characters beginning with
a, such as a, a.m., or am.

To specify PM, type in any
string of characters
beginning with p, such as
p, p.m., or pm.

If AM or PM is not
specified, Laserfiche will
assume the time is on the
24-hour system.

To search for an annotation
created on April 14, 2012:

Possible date formats:

{LF:AnnCreateDate=“04/14/2012
”}

{LF:AnnCreateDate=“04/14/12"}

{LF:AnnCreateDate =“04-14-
2012”}

{LF:AnnCreateDate =“04-14-12"}

To search for an annotation
created between dates April 10
and April 15, 2012:

{LF:AnnCreateDate >=“4/10/201
2”’
AnnCreateDate<=“04/15/2012"}

Note: If the year is a two-digit
number less than 60, Laserfiche
will assume that the year is in
the 21st century. For example,
year 59 will be treated as 2059.
If the two-digit year is greater
than or equal to 60, the server
will assume that the year is in
the 20th century. For example,
year 60 will be treated as 1960.

annotations by creator

e This search can
only be performed
using advanced
search syntax.

e Not case-sensitive.

o Wildcards
permitted.

{LF:AnnCreator=
“creator”}

creator is the user who
created the annotation.

Note: The only valid format
for searching for entries
created by a Windows-
authenticated user is:
“<domain>\<user>" You
can search for Windows-
authenticated users across
all domains with\<user>.

To search for annotations
created by Jeff:

{LF:AnnCreator=“Jeff”}

22






To Search For... Syntax Example

annotations by comments {LF:AnnComment= To search for annotations with
. “comment”} “Please do not delete” as a
e This search can be )
. . comment:
performed using comment is added to
the Web Access annotation in the metadata | {LF:AnnComment= “Please do
search interface. tab of the annotation not delete”}
" properties dialog box.
e Not case-sensitive.
o Wildcards
permitted.
annotations by type {LF:AnnType=“type”} To search for all documents
e This search can type is the type of with highlights:
only be performed annotation. {LF:AnnType=“H"}
using advanced . )
search syntax. Possible types:
e Not case-sensitive. * highlight or H
e note or N (for sticky
note)
e redaction or R
e stamp or S
annotations besides, or in {LF:AnnType <> “kind”} To search for all documents

addition to, the specified with any annotation besides, or

kind is the type of

annotation - in addition to, a sticky note:
annotation.
Thi h ) LF:AnnType=“note”
* onll S ;Zar(;rfg;l;e d Possible kinds: { P }
131, a dlzzan od N Note: This search will return
using © ¢ highlight or H documents with sticky notes
search syntax. ) .
e note or N (for sticky only if they also have another
e Not case-sensitive. note) kind of annotation.

e redaction or R

e stampor S
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To Search For...

Syntax

Example

annotations by page

e This search can
only be performed
using advanced
search syntax.

e Not case-sensitive.

e Wildcards
permitted.

{LF:AnnPage=“page”}

page is the page number the

annotation is on.

Note: There are no
limitations on the kind of
annotation that can be
returned.

To search for an annotation on
page 100 of a document:

{LF:AnnPage=“100"}

Note: Page numbers start at page
1.

public/personal stamps by
name

e This search can be
performed using
the search interface
in Web Access.

e Not case-sensitive.

e Wildcards
permitted.

{LF:AnnStampName=
“n ame”}

name is the name of the
stamp.

To search for a document with a
stamp (public or personal)
named faxed:

{LF:AnnStampName= “faxed”}

You can restrict the search to a
specific user’s personal stamp.
To search for the faxed stamp
owned by Sue:

{LF: AnnStampName = “faxed”,
owner=“Sue”}

Note: The only valid format for
searching for entries created by a
Windows-authenticated user is:
“<domain>\<user>". You can
search for Windows-
authenticated users across all
domains with\<user>.

public stamps only by
name

e This search can
only be performed
using advanced
search syntax.

e Not case-sensitive.

o Wildcards
permitted.

{LF:AnnPubStampName=
“n ame”}

name is the name of the
public stamp.

To search for a public stamp
named denied:

{LF:AnnPubStampName=“denie
d”}
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Electronic Document Searches

To Search For...

Syntax

Example

entries that are a specific
type of electronic document

(i.e., Word, Excel, PDF,
PowerPoint, etc.)

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:Ext=“ext”}

ext is the extension of the
electronic document.

Note: You do not need to add
a period (.) before the
extension. Use doc instead
of .doc.

To search for all entries that
are Microsoft Word
documents:

{LF:Ext=“doc”}

entries that are electronic
documents

e This search can be
performed using the
Client search
interface.

e Not case-sensitive

o Wildcards permitted

{LF:Ext=“*"}

* (asterisk) is a wildcard and
will search for all extensions.

To search for all entries that
are electronic documents:

{LF:Ext=“*"}

entries that are a specific size
of electronic document

e This search can be
performed using the
Client search
interface.

e Wildcards permitted.

{LF:EDocSize=integer}

integer is the entry size in
bytes.

To search for an electronic
document that is 100 KB:

{LF:EDocSize=102,400}

Note: You must specify the
entry size in bytes. 1 KB =
1024 bytes.

entries that contain a specific
size image file

e This search can be
performed using the
Client search
interface.

{LF:ImageSize=integer}

integer is the entry size in
bytes.

To search for an image less
than 35 KB:

{LF:ImageSize<35840}

Note: If you are not using the
Client search interface, then
you must specify the entry
size in bytes. 1 KB = 1024
bytes.

entries that contain a specific
size text file

e This search can be
performed using the
Client search
interface.

{LF:TextSize=integer}

integer is the entry size in
bytes.

To search for a text size
greater than 35 KB:

{LF:ImageSize>35840}

Note: If you are not using the
Client search interface, then
you must specify the entry
size in bytes. 1 KB = 1024
bytes.
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entries that contain a specific
size thumbnail

e This search can be
performed using the
Client search
interface.

{LF:ThumbSize=integer}

integer is the entry size in
bytes.

To search for a thumbnail
size greater than 35 KB:

{LF:ImageSize>35840}

Note: If you are not using the
Client search interface, then
you must specify the entry
size in bytes. 1 KB = 1024
bytes.

entries that contain a specific
size location data

e This search can be
performed using the
Client search
interface.

{LF:LocDataSize=integer}/

integer is the entry size in
bytes.

To search for a location data
size that is less than 35 KB:

{LF:ImageSize<35840}

Note: If you are not using the
Client search interface, then
you must specify the entry
size in bytes. 1 KB = 1024
bytes.

entries that contain a specific
total item size

e This search can be
performed using the
Client search
interface.

{LF:TotalitemSize=integer}

item is the object being
searched for. Input one of the
following: text, thumb,
image, or locdata.

integer is the entry size in
bytes.

To search for a total image
size that is greater than 35
KB:

{LF:TotallmageSize>35840}

Note: If you are not using the
Client search interface, then
you must specify the entry
size in bytes. 1 KB = 1024
bytes.
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Date and Time Searches

To Search For...

Syntax

Example

entries by creation date and
time

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:Created=“date time”}

date is the date the entry was
created.

time is the time the entry
was created.

Note: You can specify date
and time or only date.

Possible date formats:
04/20/2012

04/20/11

04-20-2012

04-20-11

Possible time formats:
02:30:35

2:30:45

02.30.45

To specify AM, type in any
characters beginning with a,
such as a, a.m., or am.

To specify PM, type in any
string of characters
beginning with p, such as p,
p.m., or pm.

If AM or PM is not specified,
Laserfiche assumes the time
is on the 24-hour system.

To search for a document
created on April 20, 2012 at
2:30:45 PM:

{LF:Created= “4/20/12
2:30:45 pm”}

To search for a document
created between April 20
and April 25:

{LF:Created>=“4/20/2012",
Created<=“04/25/2012"}

Note: If the year is a two-
digit number less than 60,
the Laserfiche will assume
that the year is in the 21st
century. For example, year
59 will be treated as 2059. If
the two-digit year is greater
than or equal to 60, the
Laserfiche will assume that
the year is in the 20th
century. For example, year
60 will be treated as 1960.
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To Search For...

Syntax

Example

entries by modification date
and/or time

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:Modified=“date time”’}

date is the date the entry was
modified.

time is the time the entry
was modified.

Note: You can specify a date
and a time or only a date.

Possible date formats:
04/20/2012

04/20/12

04-20-2012

04-20-12

Possible time formats:
02:30:35

2:30:45

02.30.45

To specify AM, type in any
characters beginning with a,
such as a, a.m., or am.

To specify PM, type in any
string of characters
beginning with p, such as p,
p.m., or pm.

If AM or PM is not specified,
Laserfiche will assume the
time is on the 24-hour
system.

To search for a document
modified on a certain date
(April 22, 2012):

{LF:Modified =“04/22/2012"}
{LF:Modified =“04/22/12"}
{LF:Modified=“04/22/2012"}
{LF:Modified =“04-22-12"}
{LF:Modified =“04-22-2012"}

Note: More than one date
format is possible (see
above).

Note: If the year is a two-
digit number less than 60,
the Laserfiche will assume
that the year is in the 21st
century. For example, year
59 will be treated as 2059. If
the two-digit year is greater
than or equal to 60, the
Laserfiche will assume that
the year is in the 20th
century. For example, year
60 will be treated as 1960.

Page Searches

A “page” is defined as an entry with associated text (generated by OCR)

and/or images.

To Search For...

Syntax

Example

entries with/without pages

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:AssociatedPages= “Y”}
{LF:AssociatedPages= “N”}

Yis yes. Yes, 1, or true also
mean yes.

N is no. No, 0, or false also
mean no.

To search for documents that
do not have pages
(associated text or images):

{LF:AssociatedPages= “N”}

To search for documents that
have pages (associated text
or images):

{LF:AssociatedPages= “Y”’}
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entries with a certain
number of pages

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:PageCount=integer}

integer is the number of
pages in the document.

Note: Use Search Symbols to
specify pages numbers.

To search for entries that
have more than 10 pages:

{LF:PageCount>10}

entries that have been
OCRed

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:AssociatedPages= “Y”} &
{LF:OCR=all}

all means all the pages that
have been OCRed.

To search for entries that
have text associated with
them (have been OCRed):

({LF:OCR=dall})

entries that have not been
OCRed

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

{LF:AssociatedPages = “Y”’}
& {LF:OCR=none}

none means no pages have
text associated with them.

To search for entries that do
not have text associated with
them (have not been OCRed):

({LF:OCR=none}

entries where some pages
have been OCRed and some
have not

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

({LF:AssociatedPages = “Y”’}
& {LF:OCR=“some”})

some means at least one
associated page has text, but
not all associated pages have
text.

To search for entries that
have at least one page of text
associated with it (OCRed)
and at least one page of text
not associated with it (not
OCRed):

{LF:OCR=SOME}

entries that do or do not
contain image pages

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:Img=Y}

Y means yes. Yes, 1, or true,
also mean yes.

{LF:Img=N}

N means no. No, 0, or false
also mean no.

To search for an entry with
image pages:

{LF:Img=Y}

To search for an entry
without image pages:

{LF:Img=N}
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Indexed and Indexable Searches

To Search For...

Syntax

Example

entries that have been
indexed

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:Indexed=Y}

Y means yes. Yes, 1, or true,
also mean yes.

To search for pages that have
been indexed (made full-text
searchable):

{LF:Indexed=Y}

To Search For...

Syntax

Example

entries that have not been
indexed

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:Indexed=N}

N means no. No, 0, or false
also mean no.

To search for pages that have
not been indexed (not made
full-text searchable):

{LF:Indexed=N}

entries that are not indexable

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:NotIndexable=Y}

Y means yes. Yes, 1, or true,
also mean yes.

To search for all entries that
are not indexable (any file
that cannot contain text,
such as an mp3 audio file):

{LF:NotIndexable=Y}

entries that are indexable

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

{LF:NotIndexable=N}

N means no. No, 0, or false
also mean no.

To search for all entries that
are indexable (any file that
contains text):

{LF:NotIndexable=N}
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Tag Searches

To Search For...

Syntax

Example

entries with specific tag
names

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:Tags=“tagname”}

tagname is the name of the
tag assigned to the entry.

{LF:TagComment="}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

{LF:TagComment="“*"}

* (asterisk) is a wildcard and
will search for all tag
comments.

To search all entries assigned
the Classified tag:

{LF:Tags=“Classified”}

To search all entries that do
not have tag comments
associated with them

{LF:TagComment=""}

entries that have any tag
besides, or in addition, to a
specified tag

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:Tags <> “tagname”}

tagname is the name of the
tag assigned to the entries
you do not want returned.

To search for all entries that
have any tag besides, or in
addition to, the Pending tag:

{LF:Tags <> “Pending”}

Note: This search will return
a document with the tag
Classified or a document
with both the tags Classified
and Pending.

It will not return a document
that only has the Pending
tag.

To return entries that have
any tag besides Pending and
do not have the Pending tag
use the following syntax:

{LF:Tags <> “Pending} -
{LF:Tags=“Pending”}

entries with a combination of
a tag and a tag comment

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

({LF:Tags=“tagname”}) &
{LF:TagComment=“text”}

tagname is the name of the
tag.

text is the text in the tag
comment.

To search for an entry
assigned the Poetry tag and
that has the comment read
by Thursday:

({LF:Tags="Poetry”}) &
{LF:TagComment="read by
Thursday”}
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Entry Creator Search

To Search For...

Syntax

Example

entries created by a specific
user

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:Creator=“user”}

user is the name of the user
who created the entry.

Note: The only valid format
for searching for entries
created by a Windows-
authenticated user is:
“<domain>\<user>". You
can search for Windows-
authenticated users across all
domains with\<user>.

To search for all entries
created by Misty:

{LF:Creator=“Misty”}

Entry Owner Search

To Search For

Syntax

Example

entries owned by a specific
user

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:Owner=“user”’}

user is the name of the user
who owns the entry.

Note: The only valid format
for searching for entries
owned by a Windows-
authenticated user is:
“<domain>\<user>" You
can search for Windows-
authenticated users across all
domains with\<user>.

To search for all entries
owned by Roger:

{LF:Owner=“Roger”}

entries with no owner

{LF:ID>0} - {LF:owner="*"}

This search will return all
entries that do not have an
owner. The syntax subtracts
all documents with an owner
(owner=“*") from all
documents in your
repository (ID>0).
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Last Modified By Search

To Search For

Syntax

Example

entries that have been
modified by a specified user

e This search can only be
performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{LF:LastModifiedBy= “user”}

user is the name of the user
who modified the entry.

Note: The only valid format
for searching for entries
owned by a Windows-
authenticated user is:
“<domain>\<user>" You
can search for Windows-
authenticated users across all
domains with\<user>.

To find all the documents
last modified by Eric:

{LF:LastModifiedBy=“Eric”}

Entry ID Searches

To Search For...

Syntax

Example

entry with a specific entry ID
number

{LF:ID=integer}
integer is the entry ID

To find and document with
the entry ID number 187:

e This search can only | number. {LF:ID=187}
be performed using
advanced search
syntax.
o Wildcards permitted.
entries created after a {LF:ID>integer} To find all entries created

specific entry

integer is the entry ID

after the document with the
entry ID number 187:

e This search can only | number.
be performed using {LF:ID>187}
adV?nced search Note: Use > to include the
syntax. entry with the specified ID
e Wildcards permitted. number in the search results.
entries created before a {LF:ID<integer} To find all entries created

specific entry

e This search can only
be performed using
advanced search
syntax.

o Wildcards permitted.

integer is the entry ID
number.

before the document with
the entry ID number 187:

{LF:ID<187}

Note: Use < to include the
entry with the specified ID
number in the search results.
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Document Links Searches

To Search For...

Syntax

Example

entries linked by a specific
document relationship

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{LF:Relation=
“relationshipname”}

relationshipname is the
name of the document
relationship.

Note: If you type in a number
for relationshipname,
Laserfiche will search by the
link’s ID number.

To search for all entries
linked by the “Message”
relationship:

{LF:Relation=“message”}

Note: Inverse document
relationships (e.g.,
“Attachment” and
“Message”) will return the
same results.

entries that are the source
documents for a specific
document relationship (e.g.,
the “supersedes” document
in the
“supersedes/superseded by”
relationship)

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:RelationSRC=
“relationshipname”}

relationshipname is the
name of the document
relationship.

Note: If you type in a number
for relationshipname,
Laserfiche will search by the
link’s ID number.

To find all entries that are
source documents in the
“supersedes/superseded by”
relationship:

{LF:RelationSRC=
“supersedes”}

entries that are the
destination documents for a
specific document
relationship (e.g., the
“superseded by” document
in the “supersedes/
superseded by” relationship)

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:RelationDST=
“relationshipname”}

relationshipname is the
name of the document
relationship.

Note: If you type in a number
for relationshipname,
Laserfiche will search by the
link’s ID number.

To find all entries that are
destination documents in the
“supersedes/superseded by”
relationship:

{LF:RelationDST=
“superseded by”’}
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entries that have link group
comment

e This search is an
alias of
{LF:vercomment}

e This search can be
performed using the
Client search
interface.

{LF:LinkGroupComment=""}

Insert your search term
inside the quotation marks.

{LF:LinkGroupComment=
“June Invoice”}

This search will return any
link group comments that
state: June Invoice.

Version Comments Searches

To Search For

Syntax

Example

entries that have a version
comment containing specific
text

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LFVER:Comment=*“text”}

text is the text of the
comment.

{LFVER:Comment=**"}

* (asterisk) is a wildcard and
will search for all tag
comments.

{LFVER:Comment="“"}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

Multiple documents in a
repository contain new
versions of their originals,
and the comment “read on
Thursday” was added to one
of the new versions. To
search for the version with
this comment:

{LFVER:Comment =“read on
Thursday”}

entries by version number

e Not case-sensitive.

e Wildcards permitted.

{LFVER:Version="integer”}

integer is the version
number.

{LFVER:Version =“*"}

* (asterisk) is a wildcard and
will search for all tag
comments.

{LFVER:Version =“"}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

To serach for version number
4:

{LFVER:Version =4}
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entries by version label

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LFVER:Label=“text”}

text is the text of the
comment.

{LFVER:Label =“*"}

* (asterisk) is a wildcard and
will search for all tag
comments.

{LFVER:Label =“"}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

To search for a document
version with the label,
Updated:

{LFVER:Label =“Updated”}

entries whose version was
created or modified by a
specific user

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LFVER:ModifiedBy=“user”}

user is the name of the user
who modified or created the
version.

{LFVER:ModifiedBy="*"}

* (asterisk) is a wildcard and
will search for all tag
comments.

{LFVER:ModifiedBy=""}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

To search for a document
version that was last
modified by Tabitha:

{LFVER:ModifiedBy
=“ Tabitha”}

entries whose version was
created or modified on a
specific date

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LFVER:Modified=“date’}

date is the date when the
version was modified or
created.

{LFVER:Modified="*"}

* (asterisk) is a wildcard and
will search for all tag
comments.

{LFVER:Modified=*“"}

There is nothing inside the
quotation marks. This will
return all empty tag
comments.

To search for a document
version that was modified or
created before May 1, 2012:

{LFVER:Modified
=“5/1/2012 12:00:00
AM”}
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Shortcut Searches

To Search For...

Syntax

Example

all shortcuts that link to a
specific entry using its entry
ID number

e This search can only
be performed using
advanced search
syntax.

e Wildcards permitted.

{LF:ShortcutID=integer}

integer is the entry ID
number.

To find shortcuts to a
document with entry ID
number 2021:

{LF:ShortcutID=2021}

all shortcuts that link to a
specific entry using its entry
name

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive

e Wildcards permitted.

{LF:ShortcutName=
“entryname”}

entryname is the entry name.

To find all shortcuts that link
to a folder named
Performance Reviews:

{LF:ShortcutName=
“Performance Reviews”}

Note: If you have changed a
shortcut’s name, it will still
show up when using this
search.

Checked Out Documen

ts Searches

To Search For...

Syntax

Example

entries that are currently
checked out by a specific
Laserfiche user

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LF:CheckOutUser= “user”}

user is the name assigned to
a user.

Note: The only valid format
for searching for entries
modified by a Windows-
authenticated user is:
“<domain>\<user>" You
can search for Windows-
authenticated users across all
domains with\<user>.

To conduct a search that will
return all documents a user,
named Misty, has checked
out:

{LF:CheckOutUser= “Misty”}
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entries that are currently
checked out by a Windows
user

e This search can only
be performed using
advanced search
syntax.

e Not case-sensitive.

o Wildcards permitted.

{LF:CheckOutUser=
“<Domain>\<User>*}

domain is the name of the
domain the Windows user
belongs to.

user is the Windows user
you want to search for.

Note: The only valid format
for searching for entries
modified by a Windows-
authenticated user is:
“<domain>\<user>" You
can search for Windows-
authenticated users across all
domains with\<user>.

To conduct a search that will
return all documents a
Windows user on the
Laserfiche domain, named
Mattie, has checked out:

{LF:CheckOutUser=
“<Laserfiche>\<Mattie>“}

entries that are currently
checked out by a specific
Laserfiche user using his or
her user ID

e This search can only
be performed using
advanced search
syntax.

o Wildcards permitted.

{LF:CheckOutUserID=
integer}

integer is the user ID
number.

To conduct a search that will
return all documents a
Laserfiche user with user ID
number 107 has checked out:

{LF:CheckOutUserID= 107}

Note: Because there are no
user IDs for Windows-
authenticated users, you
cannot use the Check Out
User ID search find
documents checked out by a
Windows-authenticated user.
You must use the Check Out
User Name search.

UUID Search

To Search For...

Syntax

Example

documents with the
specified UUID (Universally
Unique Identifier)

e This search can only
be performed using
advanced search
syntax.

o Wildcards permitted.

{LF:UUID=%uuid”}

uuid is the Universally
Unique Identifier.

To search for an entry with
UUID number 550e8400-
€29b-41d4-a716-
446655440000:

{LF:UUID=“550e8400-e29b-
41d4-a716-446655440000"}
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Digital Signature Searches

To Search For...

Syntax

Example

entries signed by

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

¢ Wildcards permitted.

{LFSIG:CertSubject= “user”}

user is the name of the user
whose signature is being
searched for.

Note: See the Digital
Signature Certificates Store
in the Laserfiche
Administration Console.

To conduct a search that will
return all documents signed
by Misty:

{LF:certsubject = “Misty”}

entries that are signed by a
Windows user

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

o Wildcards permitted.

{LFSIG:signedby= “user”}

user is the user whose
signature is being searched
for .

Note: "<domain>\<user>" is
the only valid format for
searching annotations
created by a Windows-
authenticated user

To conduct a search that will
return all documents signed
by Walt:

{LF:signedby = “Walt”}

entries that are signed by

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:signeddate= integer}

interger is the date the entry
was signed.

To conduct a search that will
return all documents signed
within the two weeks of June
15, 2012:

{LF:signeddate >=
“6/1/2012”}

entries with a specific digital
signature comment

e This search can be
performed using the
Client search
interface.

e Not case-sensitive.

e Wildcards permitted.

{LF:comment= “comment”’}

comment is the word or
phrase being searched for.

To conduct a search that will
return all documents with a
signature comment of
“Tentatively Approved:

{LF:comment >=
“Tentatively Approved”}
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Using Advanced Search Syntax
with Custom Quick Searches

The Quick Search tool, which is located to the — search: tnters search termn o
far right of the Folder Browser toolbar, allows you to perform a general search
without having to open the Search Pane and configure search types. By
default, you can search text, entry names, fields, annotation text, or any
combination of these by selecting the searches you want to use from the Quick
Search drop-down menu. You can also create custom quick searches using
any of the advanced search syntax strings detailed above.

Custom quick searches are especially useful for making frequently used
searches easily accessible when searching.

Example: Wendy works in her company’s Human Resources
department and every week she searches for all entries that have
blank field values for the Employee Name, Social Security
Number, and Home Address fields and fills in the missing
information. Rather than opening the Search Pane and typing the
advanced search syntax for these searches, she uses the syntax to
create a custom quick search that she can easily access every

week.
To create a custom Quick Search: Search: Enter a search term -
1. Click the down arrow to the search Test
right of the Search bar, and Search Entry Names
select Customize Quick Search Fields
SeaI‘Ches. Search Annotations
2. In the Customize Quick | Custornize Quick Searches |
SeaI‘CheS dlalOg bOX’ CliCk Create' [ri Customize Quick Searches @
3. Type a name for your custom quick Custom Seaches:
search in the text box that appears in Sstonsead) [ e ]
the Custom Searches list. Remove

. Maowe Lip
4. Make sure your new search is

selected on the Custom Searches list.

Maove Down

Ent h bel ing Ad d Search Synkax, Th
In the Search Query textbox below, S5(SearchTerm) token il b replaced with the search term entored.
by the user,
type the advanced search syntax for I
your search, using the token e(SsarchTerm)

% (Search Term) to stand in for the
search terms users will eventually
provide in the Quick Search bar.

QK ] | Cancel | | Help
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In the Customize Quick Searches

Example: Wendy needs to search for blank field values in
different fields. The advanced search syntax for searching for
empty values in a particular field is {[]:[fieldname]=“"}. Because
she will provide the field name as her search term when she
searches, she replaces fieldname with “% (Search Term)” in the
syntax. With this substitution, the syntax reads {[]:[“%(Search

Term) ”] =“ ”}.

Click OK. Your custom search will now appear in the Quick Search

drop-down menu.

dialog, configure the following:

41

Reorder the appearance of custom

searches in the Quick Search

drop-down menu by using the

Move Up and Move Down

buttons to the left of the Custom Searches list.

Searchy Enter a search term Jox;

Search Text

Search Entry Mames
Search Fields
Search Snnotations

My Custorm Search

Customize Quick Searches

Remove a custom search from the menu by clicking Remove.

Rename a custom search by selecting the search, clicking on it again,

and typing in the new name.
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1.0 Introduction

1.1 Purpose Statement

Content capture is one of the most time- and resource-intensive aspects of a content
management system. In fact, capture is often considered a separate part of the overall
process, because all of the work to properly capture, identify, and file information
comes first, before the information is handed off to the content management system.

But due to the robust tool set included in a Laserfiche system, you don’t haye to wait
until the capture process is complete to know your data is secure and searchable.
Instead, content can be gathered into the repository early and often and ean be text-
searchable even before it has been properly filed. Later on, this content can be re-
processed and useful information can be extracted to properly fill in metadata,
rename the document, and file it in an appropriate location.

Capture workflow is intended to rework and streamline anexisting capture process,
wholesale. Rather than just tweaking individual pieces, it looks at the whole process
from start to finish to create a capture strategy that is more efficient, requires less
oversight, and forms an integral part of the content management system.

1.2 Course Materials

This manual provides an overview of the capture workflow philosophy and
introduces you to the tools that will helpdn-developing a better capture strategy. It
will also include examples of how to translate these concepts into production. In
addition, accompanying capture workflow videos highlight the specific software
features and configuration that facilitate such a capture system.

Both the manual and videos should be studied thoroughly to learn the philosophical
and practical tenets of a capture workflow system. Only after careful study of all
materials should the certification exam be attempted.
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2.0 Capture Workflow Overview

2.1 Traditional Capture vs. Capture Workflow

Traditional capture systems are designed to collect and process content before it is
stored in a content management system. Tools for traditional capture excel by
improving the speed of a particular part of the process, often through automation.
Sorting a stack of pages into individual documents, capturing information from-a
page, and alerting a scanner operator to potential problems are common ways.a
capture system can improve efficiency.

4 “

Capture System

BASIC

PREPARATTION

QUALITY
ASSURANCE

ECM System

Figure 1 Traditional Capture

By using such an automation tool—for example, Laserfiche Quick Fields—a scanner
operator can ' work more efficiently. And while productivity improvements due to
automation can have a big impact on a business, there is more that can be done with
tools at hand, and there are some questions about how the flow of business
information is handled that are still unanswered:

e What if somebody needs a document before it has been processed?

e What happens if the scanner operator is unsure of what to do with a
document that could not be processed correctly?

e What if you are required to track the document from the time it comes into
the office, not just after it has been stored in Laserfiche?
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These questions are symptomatic of a business with distinct capture and enterprise
content management (ECM) systems. When capture is a separate entity, content is
isolated until it has been thoroughly processed, then it is handed off to the ECM
system. This means that you cannot take advantage of ECM functionality until after
that transfer.

Capture workflow resolves these and other concerns by integrating traditional
capture steps—sorting, indexing, ensuring quality, etc.—into the ECM system. With
the capture tools available with Laserfiche, content can be gathered into the
repository from various sources as soon as it enters the office. The document or
content may go through several stages within the ECM system, as business process
actions are performed on it. Even if it has not yet been filed in its final logcation, it
can be made text-searchable so those who need it can find and work with it. In
addition, every step the content takes, and every action taken on it,-can be tracked
and reported on by Audit Trail.

2.1.1 Case Study: Compton Compressors

During the course of this manual, we will discuss the challenges faced by Compton
Compressors, a company that manufactures air conditioning (A/C) units. These units
are sold through a distribution channel, and records related to sales are the focus of
this capture process.

When an A/C unit is sold, it is registered in Compton Compressors’ sales tracking
system. This system is a bit old and does a nightly printout of the day’s sales on
forms called “sales confirmations.” The sales team needs to make these
confirmations available to the distribution channel, and the legal team needs to
make sure they can be accessed for-20 years—long enough to outlast warranties and
any litigation that may crop up.

As Compton Compressors outgrew their paper-based filing, they realized they
needed to go digital to make these sales confirmations easier to track. The sales
confirmations are being digitized and stored on a network share.

In the morning, scanner operators work through the stack of sales confirmations
printed out the night before. The first step is to do a quick check on the quality of
the documents, because the printers occasionally get jammed or run out of ink.
Additionally; they check for any special order confirmations, which need to be sent
to “special order desk” right away. In order to increase the throughput, the sales
confirmations are distributed to two scanner operators, who begin scanning the
special orders first and then the regular confirmations. Occasionally a sales order
getslost somewhere in the process.

Once the sales confirmations have been scanned, they need to be made available to
the distribution channel. However, there is some information that the distributers
should not be allowed to see. Specifically, Compton Compressors needs to hide the
manufacturing cost. They cannot change the way their sales tracking system prints,
so they need to black out that data on the confirmations. The scanner operators do
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this using permanent markers, then re-scan the distributor’s copy of the sales
confirmation. After these have been scanned in, they can be e-mailed to the
distributers.

Generally the morning is devoted to working with Compton Compressors’ copies of
the forms, while the afternoon is devoted to the distribution channel’s copies.
Business has been improving lately, which is certainly a good thing, but it means
there are more sales confirmations to sort through. The scanner operators now
regularly put in overtime hours to get through it all, and they are looking to make
this process more efficient. Not only are things getting backed up, but the increased
workload is causing errors: documents getting lost, special orders being mixed in
with regular sales confirmations, and some distributors seeing the manufacturer’s
costs that they should not see. Additionally, the hardware involved—printers and
scanners—is running at the threshold of its duty cycle, and IT has had to spend
more and more time going through more parts to keeping it all running.

Compton Compressors’ current process could benefit from being reworked. The
company is looking to implement a new system to ease the burden of the scanner
operators and make the overall process flow more smoothly.

2.2 Taking A Step Back

When looking to improve inefficient processes, it can be easy to focus on each
specific task. In the case study, for example, there are numerous ways the system’s
performance could be increased: buying faster or more reliable printers, buying
faster scanners, scanning with tools that@automate the data capture and filing steps,
and hiring more scanner operators. Those are all steps that can make the system run
more efficiently, by speeding up the process of digitizing sales confirmations and
reducing the overtime and frustration. However, there are underlying problems that
will still be present: they are atthe mercy of the printers and scanners being used,
there is a lot of manual labor that goes into digitizing the sales orders, and the
potential still exists for mistakes. Speeding up the different steps in the process is
one way to improve business efficiencies, but they would be better served
implementing a system that corrects the fundamental issues.

Example:Lisa and her boyfriend Mike go to New York for a family
reunion over Easter weekend. Three generations of Lisa’s family will
gather for Easter Sunday, and Lisa and Mike offer to help with dinner.

They get a ham from the supermarket and glaze it to prepare it for the
oven. Then Lisa takes a carving knife and starts to cut off the top two
inches of the ham. Mike stops her, asking why she’s cutting off the best
part of the ham.

Lisa explains that’s how her mother taught her to cook a ham. Her
mother always cut off the top section of the ham before putting it in the
oven. After some discussion, they call over Lisa’s mother, who says the
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same thing: her mother has always cut off the top part of the ham before
placing it in the oven. They finally walk to the living room, where
Lisa’s grandmother is sitting with the other relatives. They ask her why
she has been preparing the ham that way.

She responds that years ago her oven was so small that a whole ham
wouldn’t fit, so she had to cut it in pieces to cook the whole thing. She
has no idea why her daughter and granddaughter do the same thing,
since modern ovens are huge.

Lesson: Unquestioned assumptions and rules prevent business
processes from evolving and may result in overly complicated,
inefficient, and even unnecessary practices.

2.2.1 Business Process Re-engineering

Many organizations today are stuck with inefficient or counterproductive processes
because people make assumptions about why things are done-a certain way. It is not
uncommon for businesses to rely on processes that are decades old, even when those
processes were originally created based on constraints and conditions that no longer
apply. This leads to slowness, reduced quality, poor.service, and higher costs—all of
which are deal-breakers in today’s competitive world.

The story of Lisa and Mike is a good example. Lisa was preparing ham a certain way
because that was the process she had learned.’She never questioned why the top
part of the ham should be cut off before placing it in the oven because she assumed
there must be a good reason for it. However, the constraints that were present
previously are no longer relevant. Infact, cutting off the top part of the ham
increased the preparation time and was likely detrimental to the value of the end
product.

In most organizations, business processes are fragmented into sub-processes and
tasks that are carried out by different specialized areas or groups within the
organization. For instance, mail clerks may be in charge of processing incoming
mail, which is then'routed to several other departments based on key identifiers—
resumes may be sent to human resources, invoices may be sent to accounting, and so
on. Often, no one'is responsible for the overall performance of the entire process.

Refining or-optimizing individual processes—business process improvement—can
result in.seme benefits, but if the processes themselves are fundamentally inefficient
or outmoded, the benefits won’t be dramatic.

For example, a traditional business process improvement initiative may recommend
stapling the pages of incoming mail together to prevent them from getting lost during
transport. However, if the process is thoroughly examined, those heading the
initiative would recognize that the transport process itself is not necessary and can
be eliminated by scanning the mail at the arrival location and sorting later via
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software processes. This is the focus of the accompanying video, Case Study: The
Mailroom Example.

In contrast, business process re-engineering is the means by which organizations
fundamentally rethink how they do their work, in order to significantly improve
critical performance measures, such as cost, quality, service, and speed. The
approach requires someone with complete understanding of the process from start to
finish, because it is holistic and involves radical re-design, rather than refining
current work practices. Based on this perspective, individual processes can be re-
structured, have their order of operations changed, or be eliminated altogether:

Capture workflow is a method for business process re-engineering. When developing
a capture workflow system, you should focus on two parts of the process: how
content is coming in and how it is ultimately used. With this focus in'mind,
intermediate steps may prove unnecessary, and effort can be redirected to tasks that
greatly improve the efficiency of getting people the information they need.

2.2.1.1 Case Study: Fundamental Problems

When Compton Compressors was originally examining their problems, they were in
the business process improvement mindset. They saw their business as consisting of
stand-alone parts, which they tried to make more efficient, and they wanted to
digitize what they already had, as opposed to rethinking it. As a result, not only did
they not realize many of the benefits that usually come with going paperless, but
they also introduced new problems and overhead.

One example is the sub-process of printing sales confirmation forms coming from
the sales tracking system. They were using older printer models that ran out of ink
quickly and broke down on a regular basis. It was not uncommon for the staff to
work overtime just to compensate for the technical difficulties and limitations of the
printers. Sales confirmations.sometimes weren’t finished printing in a timely
fashion, which lead to activities further downstream in the business process cycle
being delayed because of problems upstream.

As a solution, theyasked some of their IT personnel to fix the printers when
problems cropped up, which improved the situation. Printer issues started getting
resolved in a timelier manner, and the IT staff was able to optimize them to use less
ink per printjob. The sales confirmation printing throughput improved by 20
percent.

However, this introduced a new problem. Because the company used several
different printer models, each issue had to be researched separately. This meant that
IT personnel with printer maintenance duties spent a lot more time on them than
they had previously. As a result, the IT department became short-staffed and needed
to hire more people.

Purchasing better printers and scanners can speed up two of the key parts of the
process. However, this does not address some of the fundamental concerns: the time
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required for people to manually sort the paper, the oversight and maintenance of
printers and scanners, and the manual redaction and re-scanning.

After running into situations like this, management soon realized business process
improvement was not the best approach. They needed to step back and analyze the
system as a whole, establish the fundamental goals, and redesign their process to
meet those goals in the most efficient way possible.

2.2.1.2 Case Study: Fundamental Goals

To design a capture workflow system, we need to look at the business process-from a
birds-eye perspective and determine what it is meant to accomplish, as well-as who
the stakeholders are. Then we need to determine which processes need to be
improved, re-designed, or eliminated to fulfill the goals.

After subscribing to the capture workflow methodology, Compton Compressors
management sat down with several key stakeholders of the system to evaluate the
inputs, outputs, and end goal. Based on the dialogues that occurred, the following
goals were defined:

e Internal staff needs to be able to see the sales confirmations in a timely
manner to be able to process the orders.

e Distributors need access to the sales confirmation forms, with key pieces of
information redacted.

e The sales confirmation records need to'be accessible for 20 years after they are
generated.

At this point, the management team realized that their current business process was
overly complicated. They also understood that the way certain tasks were set up
actually detracted from the efficacy of the business. For those reasons, it didn’t make
sense to try to speed up and automate the process as is, because doing so would lead
to marginal benefits at best..What they needed to do instead was to redesign it by
looking at how the sub-processes fit together. After analyzing each process as an
output of one and an input for another, and discussing it with the relevant
stakeholders, they.could identify which tasks needed improvement and which ones
could be scrapped.

At the end of this self-study, software could be employed to make dramatic
improvements in cost, quality, flexibility, and speed. The final result is a system that
has fewer moving parts, less manual input, and information getting where it needs to
be more quickly. Here is a broad overview of the system that will be put in place.
Further details about how the system works will be covered in section 4.

e Rather than printing to paper, the output from the sales tracking system will
go directly into Laserfiche.

e Manufacturer’s costs will automatically be redacted.

e Sales confirmations will be stored in their correct locations automatically.
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e Distributors will be sent an e-mail linking to the sales confirmation in
WebLink.
e Everything will be filed and waiting first thing in the morning.
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3.0 Software Considerations

3.1 Key Tenets

A capture workflow system, at its core, is designed to deliver information quickly
and efficiently to the people who need it. Building such a system requires numerous
points to be considered. This section will address the primary considerations, while
section 3.2 will cover specific Laserfiche tools and functionality that address these
concerns.

Warning: Making content easier to find and work with does not mean
that it should be broadly available to an entire organization. There are
still security and possibly regulatory policies that must be followed,
regardless of where a document is in the capture process. Initially,
content can be sorted into departmental holding folders, giving
department heads access while processing is still taking place.

3.1.1 Access to Information

A big concern of the traditional method is the time it takes information to become
available to the organization as a whole. With so much information so readily
available through the Internet, clients may not accept that it takes four hours for
their signed, overnighted agreement to get from the mail room to the service
professional who needs to review it. Even if four hours is a perfectly acceptable
turnaround time, what happens if something of high urgency needs an immediate
review?

When dealing with physical documents—or faxes, e-forms, or other content—that
are queued for processing, there-may be no way to track a single document down
besides waiting for it to enterthe repository or manually digging through a pile of
paper. Instead, documents should be imported and OCRed right away. When that’s
done, something of an.urgent nature can be tracked down and processed very
quickly.

This is the first tenet of a capture workflow system: Digitize content as early as
possible in the process. This allows stakeholders to find documents regardless of
where thosedocuments are in their lifecycle.

Case Study: For Compton Compressors, the original capture method
meant at least half a day before employees could access the sales
confirmations, and a full day before the distributors could access them.
Improving some of the steps in the initial process would have made
access times slightly better, but building a capture workflow system
will really kick it up. Content can be processed automatically
overnight, making it available to everybody first thing in the morning.
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3.1.2 Exceptions

Even the best automation tools encounter documents that cannot be identified or
processed properly. Traditionally, the burden of determining how to handle a
particular document falls on the scanner operator. The problem with this method is
that exceptions often represent specialized documents, and determining what to do
with them may be tricky for someone who has not been trained on how a file is used
once it has been processed. Instead, someone who works with the files in question
on a regular basis should be able to quickly identify the important information abeut
a file that could not be processed properly.

In a capture workflow system, exceptions can be re-routed to people who can decide
what to do with it. This ensures that exceptions are handled properly, and frees
scanner operators to keep getting new content into the system.

This is the second tenet of a capture workflow system: Documents-that cannot be
processed properly should be addressed by people familiar with their use. This
keeps the whole system running more smoothly and ensures that exceptions do not
get misfiled.

Case Study: For Compton Compressors, scanner-operators were the
point of entry for the sales confirmations. If information was missing,
such as the distributor’s ID number, they had to make their best guess
about what it was or take time they didn’t have to look it up. With the
new process, problematic sales confirmations can be routed to the order
desk, so someone familiar with the process can take care of it. Problems
will be resolved more quickly and accurately.

3.1.3 Processing Order

Traditionally, content enteringan organization is processed on a first-come, first-
served basis. This otherwise normal and logical method doesn’t always make the
most sense when dealing with a large volume of content. When there are many
different document types to be processed, some may be more important than others
and some may be easier to process than others. Sorting, processing, and filing can be
broken up into distinct tasks so that content that can or should come out of the
process quickly, does, while content that is lower priority can wait longer before
being filed.

This is the third tenet of capture workflow: Iterative processing can get urgent
content'to the people that need it first. Additionally, content that is easier to work
with’should get pushed through so that it is not waiting on content that is more
difficult to process.

Case Study: When Compton Compressors was scanning paper, they
had to rely on scanner operators seeing the special order confirmations
and sending them to the special order desk. With the new process,
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special orders will automatically be flagged and routed appropriately,
ensuring they are seen by the special order desk immediately.

3.1.4 Document Tracking

Content being managed by an organization may have specific rules about how it is
supposed to be handled. Organizations that must answer to outside regulators—for
example, financial companies governed by the Securities and Exchange
Commission—have to prove content is being handled appropriately and by whom.,
Some organizations have rules about response time and have to show they
responded to inquiries within a given timeframe. A capture workflow system’lends
itself to these concerns because the content enters the system immediately upon
reaching the organization. Even before it reaches its final destination or'the people
who need to work with it, a history is being generated so that a document’s entire
lifecycle can be tracked.

This is the fourth tenet of a capture workflow system: A document’s audit history
should reflect its entire lifecycle, not just its life after processing has completed.

Case Study: Compton Compressors occasionally gets audited to ensure
it has all of its appropriate records, including sales confirmations.
Since they will come into Laserfiche directly from the sales tracking
system, employees no longer have to worry about confirmations going
missing. Additionally, the document’s-audit history will show exactly
who accessed the record and when.

3.2 Laserfiche Tools

This section highlights specific functionality within the Laserfiche software suite
that is important to a capture workflow system. This manual will touch on the
relevant functionality, while the supporting videos and product help files give more
information about software configuration. Note that these tools have more
functionality than listed-here; this section is highlighting only the points relevant to
setting up a capture workflow process.

3.2.1 Import Agent

Import Agent is-a simple import automation tool that monitors folders on a network
drive. When a new file is stored in one of these folders, it is imported into
Laserfiche; either immediately or on a scheduled basis. This is commonly used with
multi-function peripherals (MFPs) that store scanned images on the network, fax
servers, and FTP servers.

Import Agent can monitor and import from many folders. This means that multiple
folders can collect content—for each department, each user, each fax sender, etc.
Content from each monitored folder can be sent into a unique holding folder in
Laserfiche, so that as content comes in, some presorting has already taken place.
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3.2.2 Laserfiche Scanning

Laserfiche Scanning is a core component of Laserfiche and can be installed on any
workstation to distribute the scanning load. Individual users can scan paperwork as
it comes to them, and it can still be centrally processed later by Quick Fields.

The Scanning tool, particularly Basic Mode, is designed for quick and easy scanning
jobs. Paper can be scanned into Laserfiche without keeping people from their normal
duties, and the amount of training time required is minimal.

3.2.2.1 Remote Scanning

The Scanning interface is available through Web Access in addition to the Laserfiche
Client. Using it through Web Access, users can scan paperwork from wherever they
are, even if they work primarily from a home office.

3.2.2.2 iPhone App

Laserfiche now offers an iPhone app that connects through Web Access to extend
remote capture capabilities even further. Rather than using a physical scanner, users
can take a picture of a document using their iPhone and store it directly into
Laserfiche.

3.2.3 OCR

Part of Import Agent, Scanning, Quick Fields; and other modules, OCR processing
extracts the text information from documents to make them full-text searchable.
Even if files are being collected in a “to.be‘processed” folder, they can still be
tracked down through full-text searching.

3.2.4 Quick Fields

Quick Fields is one of the key pieces of any capture workflow system because it does
the heavy lifting when it comes to automated document processing. Its features are
particularly relevant and useful for the capture, processing, and filing parts of the
process.

3.2.4.1 Laserfiche Capture Engine

Central to the idea of working with content being collected into Laserfiche is
reprocessingit to make it more usable. The Laserfiche Capture Engine is used to
“scan” out of the repository and is key to the idea of reprocessing. There are many
options to ensure the best use of the Capture Engine, such as:

o Scan from specific folders.

Search for documents that meet certain criteria.

Pull just the first page if that has all of the relevant information.
e Retain pre-existing field data, if appropriate.

The accompanying video, Capture Workflow with Laserfiche, shows this in more
detail.
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3.2.4.2 Quick Fields Agent

If the content being processed by Quick Fields is of high enough quality, it may be
possible to run Quick Fields without any human oversight. If so, Quick Fields Agent
is a good tool because it will run Quick Fields sessions automatically. The Agent is
used to schedule sessions, running them at specific times or at regular time
intervals. Additionally, the Agent can run more than one session at a time—up to
two sessions per processor core—to do parallel processing.

3.2.4.3 Image Refinement

If the content being processed started out as paper, there is a good chance the images
will need to be cleaned up prior to processing. There are a number of toels available
to make sure images are legible to the people using them, as well as ta the automated
processes.

3.2.4.4 Identification

A single Quick Fields session can process numerous document types, even if they
have different processing needs. This is done by sorting them into different
“document classes,” where each “class” has its own processing and filing options.
This sorting is handled through an identification step: Quick Fields can
automatically determine the kind of document it has scanned and process it
accordingly.

3.2.4.5 Data Extraction

One of the fundamental features of Quick Fields is automatically extracting
information from the pages it is processing. This can be done by reading text via
Zone OCR, reading barcodes, or.identifying boxes checked on a form. Once
extracted, the information can be used to fill in fields, name the document, or file it
in Laserfiche. Barcode is an‘éspecially good option for automated data extraction,
given its inherent high accuracy.

3.2.4.6 Database Lookup

Used to look up and use information from an external database, the Lookup process
in Quick Fields ean speed up processing and reduce the need for duplicate data
entry. For example, a clinic may be scanning patient records that all have the patient
ID on them. Once this ID number is known—through Zone OCR, manual entry,
etc.—the rest of the patient’s information (e.g., name, insurance details, etc.) can be
retrieved from the patient database. Lookup is a common part of a capture workflow
system.

3.2.4.7 Pattern Matching

Pattern matching can be thought of as text-based logic. It is a way of capturing only a
small part of a bigger string or checking the accuracy of what was captured. When
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automatically extracting text with Zone OCR, Pattern Matching should be used to
account for text not being in the exact same place from one document to the next.

Since Pattern Matching works with text input, it can be used with other aspects of a
document, like the file name. If a fax server is naming documents with several
pieces of information in the name, such as the name and phone number that sent the
fax, Pattern Matching can extract those two pieces of information for use elsewhere.

In addition to these “standard” uses of Pattern Matching, there is additional
functionality, including the Token Editor and Substitution. These are used to
convert extracted information into a different format.

3.2.4.8 Auto-Redaction

Based on the logic of Pattern Matching, auto-redaction can automatically black out—
or “redact”—sensitive information from a document. Patterns of text are flagged for
redaction so they are hidden no matter where they appear in the.document. For
example, social security numbers can automatically be hidden from HR paperwork.

3.2.4.9 Filing

Any information Quick Fields has about a document can be used to name it, file it in
a unique folder path, or categorize it (i.e., can be added as metadata).

Not only can Quick Fields file documents based on information read from the
documents, but it can also be used to update‘existing documents “in place.” File
merging options can be set up such that the processed document is “filed” back in
its original location with its original name, but with the newly acquired metadata.
Details of this process are included in the accompanying video, Capture Workflow
with Laserfiche.

3.2.5 Workflow

Most commonly used to file content into appropriate folders, Workflow has a
number of activities thatare useful for automation within a capture workflow
environment.

3.2.5.1 Rename

Much like Quick Fields, Workflow can make use of any information available about
a given document. This includes naming documents based on a combination of field
values, which can ensure consistency and improve the usability of the Laserfiche
repository.
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Example: Jolly Greenbacks, a financial services firm, has many field
reps who visit client sites, work from home, and generally are not in
the main office for more than a few days a month. To keep up with

paperwork, the field reps =
. Metadata - Tim Welsh New A Fi

scan forms from their home EEEEE— =
offices; the forms end up in a Fiods ioemeiiticgsegiors
holding folder named for the Template: Client Services
time and date they were Clent Doaument Type

Applicati -
scanned, such as “8/5/2011 — reeesen

Financial Advisor Name -
9:34AM.” Quick Fields then Ak Advisor >
reprocesses the documents at e =
the main Office. Client First Name -

Tim =
Due to oversight by the Cient D B
Securities and Exchange 5740 >

. . Address
Commission, these 23244 LakeSpur -
>

documents need to be tracked
by Audit Trail from the time EE -

. San Franciso, CA Iil
they are scanned into the =
system untll. t.hey rea.ch their o e ]
final disposition. This means

Quick Fields updates the field values of the documents, but after this
update they are still named as DATE-TIME of original scan.

In addition to routing these documents to their proper folders,
Workflow uses the Rename activity to make these forms easier to work
with. The naming convention ‘will come from the Client Services
template you see here, and documents will be named in the form LAST
NAME, FIRST NAME —CLIENT ID — DOCUMENT TYPE. In this case,
Welsh, Tim — 9740 —Application.

3.2.5.2 Pattern Matching

Workflow also includes Pattern Matching logic, so that specific pieces of
information can be extracted from a larger string—for example, the fax with
information in its file name. In addition to Pattern Matching, scripting activities can
be used to.de’advanced manipulation or decision-making based on the document’s
information.

3.2.5.3 Databases

In version 8.3, Workflow will be able to interact with databases to acquire more
information about a document. Additionally, Workflow can update a database, such
as a recently faxed order updating the sales processing system.
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3.2.5.4 PDF Activities

In version 8.3, Workflow will be able to interact with PDF forms. Data in fields on
the form will be available to Workflow to use in fields, document naming, and
document filing. Additionally, Workflow will be able to enter data in fields on PDF
forms, so that user decisions, processed date, etc., can be included in the PDF.

3.2.5.5 Filing

Field data can be used to route documents to folders dynamically based on their
metadata. In addition to storing the document in its proper location, an e-mail-can
be sent to notify somebody that the document is present. If the proper folder-does
not yet exist, it can be created and even have security assigned to it by Woerkflow.

Beyond standard filing, document shortcuts can also be created in relevant locations
in Laserfiche. This means the original copy can be filed with a records clerk or the
attorney’s office, but still be made available to users in other departments.

3.2.5.6 Routing Decision

The Routing Decision is a branching activity that handles'documents in different
ways based on their properties, such filing into different folders based on the type of
document it is, as defined by a field value. Different document types can be handled
in different ways—for example, different naming conventions used for different
document types—in addition to being filed in different locations.

In addition to handling processed documents, the Routing Decision can include a
branch to catch any documents that did not get processed correctly. These
exceptions can be routed to a special folder and an e-mail can be sent to someone
who can quickly correct the issue:

3.2.6 Laserfiche Repository

Section 3.2 has focused primarily on tools that work with the repository. However,
there are also some features of the Laserfiche repository itself that are important to a
capture workflow system.

3.2.6.1 Security

Security is often a primary concern for organizations that use Laserfiche and want
content only available to the users who are authorized to see it. Within a capture
workflow system, security applies to documents throughout the process, not only
after being stored in the repository. Documents that are awaiting processing can be
held'in folders specific to the department they are relevant to, making them
available to people in that department, but not to the rest of the organization.

3.2.6.2 Searchability

With all of the search tools available in Laserfiche, there won’t be a time when a
document gets “lost” in the capture process. Full-text searching can be used for
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documents that are in the early stages of processing, while additional search types
can be used once metadata starts getting filled in. Running a Quick or Full Text
Search will find documents regardless of where they are in the process, so users can
find them without knowing precise status.

3.2.6.3 Dynamic Fields

As of Laserfiche 8.2, fields can be linked so the options in one field depend on the
value of another field. For example, the first field may be for “car make” and the
second for “car model.” Once the make is selected (e.g., Ford), the model field will
only show vehicles made by that manufacturer (e.g., Edge, F150, Taurus).

3.2.7 Audit Trail

Audit Trail is a tool used for security and regulatory compliance that gives a
complete history of a document. It is used when the content being processed has
rules about who views it, how it is handled, or how quickly a response must be sent.
With the capture workflow framework, the content is immediately stored in
Laserfiche, meaning that its audit history begins as soon as.the content enters an
organization.

3.2.8 Integration

Sometimes the most efficient method of getting content from another system into
Laserfiche is to have those two systems communicate directly with each other or use
a tool to transfer documents without generating paper. Using the Software
Development Kit, or SDK, communication can be established between Laserfiche
and the other systems within an organization.

If there are no development resources, the Laserfiche Marketplace is full of pre-built
tools to aid in this communication. For example, there are tools to send directly into
Laserfiche from an MFP, electronic forms tools that will store to Laserfiche, and
print capture tools that will convert a print output to images stored in Laserfiche
instead of paper on a printer. Our case study for Compton Compressors will use
such a print capture tool.

Laserfiche Training Manual

-20 -



http://www.laserfiche.com/en-us/marketplace/



4.0 Case Study: The Capture Workflow Way

In section 2.2, the capture needs of Compton Compressors were broken down into
specific, big-picture goals.
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Rather than incrementally speeding up the individual tasks in the process, the
whole capture strategy was reworked, focusing on the starting and ending points.
The basics of their Capture Workflow system were laid out in section 2.2.2. Now, we
will go into more detail about the tools involved and what they are doing.

You will notice that the end result is a system that is much less error-prone and
makes content available much faster.

4.1 Initial Capture

Following the first tenet of Capture Workflow—digitize as early in the process-as
possible—the step of printing to paper will be eliminated. The meeting between
management and stakeholders determined that after being scanned into digital
format, there is no need for the original paper that comes from Sales Tracker system
(1). Even if there is litigation, they work with the scanned documents. Since there is
no business reason for the paper, there is certainly no logical reason to keep it
around. In fact, there is no real reason to generate the paper in the first place. The
content is digital to begin with and it will remain that way:

Compton Compressors will use a tool called PlanetPress(2). It is designed to capture
print output, format it, and store it as images in a system like Laserfiche. In fact, it is
integrated with Laserfiche such that documents can-be named and have their
metadata filled in when they come into Laserfiche. Any text contained on the sales
confirmation is available to PlanetPress to use'in metadata, document naming, etc.

4.2 Holding Folder

This initial capture stores the documents in a holding folder in Laserfiche (3). The
time spent in this folder should be minimal. However, if something happens with
other parts of the process—Quick Fields or Workflow running into an error of some
sort—the sales confirmations are still in the system, searchable, and accessible to the
internal staff.

4.3 Reprocessing

Documents in the holding folder get reprocessed by Quick Fields (4). The primary
purpose of this is to redact the manufacturer’s cost from the sales confirmations.
Additionally, Quick Fields can find and tag the special orders that need to be
addressed promptly. Once complete, the Quick Fields session will “store” the
documents'back into the holding folder, replacing the original pages of the
documents with the redacted pages.

b Filing

Once Quick Fields is done redacting the sales confirmations, Workflow will file
them into their appropriate folders in Laserfiche (5). Special orders will be sent to
the special order desk, while the rest of the confirmations will be filed based on the
distributor that placed the order. Due to the way security is handled, only one copy
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of the document is necessary—distributors will see black bars across the
manufacturer’s costs, while internal employees will be able to see through the
redactions (6).

4.5 Exceptions

When Workflow routes the documents, any that have unexpected errors can be re-
routed (7). They can go to a sales person, order desk, or any other location where
they are seen by someone who knows the system and can quickly fill in the missing
information, following the second tenet of Capture Workflow.

The exceptions will essentially be stored in another temporary holding folder, and
an appropriate person will be sent an e-mail notification. Once the missing
information has been added, they will be filed in the vendor’s folder.

4.6 Distributors

At first glance, sending copies of these sales confirmations to the distributors does
not seem part of the “capture” process. However, it is one.of the end goals that can
and should be handled by the Capture Workflow. In this case, Compton
Compressors will use WebLink to make the sales confirmations available to their
distributors (8). Once Workflow has filed the confirmation in the correct folder, it
sends an e-mail to the distributor that includes a URL to the document in WebLink.
Distributors will log in with a username and password and only have access to their
own sales confirmations. Due to the redactions, they will not be able to see Compton
Compressors’ costs.

4.7 Audit History

As soon as the documents are imported into Laserfiche, they can be tracked with
Audit Trail. Throughout the process, any updates to the documents are tracked, such
as adding the redaction, as well as with information about who is viewing the
document. This is the reason for Quick Fields to “overwrite” the pages in the
original holding folder: it all remains a part of the original document. This satisfies
the fourth tenet of Capture Workflow, that the entire lifecycle of a document should
be tracked.
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5.0 Conclusion

Capture workflow is a system that extends beyond the functionality of the
individual tools being used. It is the interplay between these tools, the way they can
interact as part of a bigger system, that leads to powerful functionality. Viewing
capture as a component of an enerprise content management system leads to a new
way of thinking about the capture process in general, creating improvements in
efficiency, productivity, and accountability. It is our hope that these tenets will'be
used the next time you are tasked with evaluating and improving a capture process.
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